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Overview

Shield Guard

Shield Guard is a cloud-based, online, device fleet security service that enables organizations to
remotely monitor and manage the security status of one or more devices, strengthening control
over device security. With Shield Guard, you no longer need to physically access your devices to
monitor their security. Instead, Shield Guard’s online service enables you to simultaneously monitor
and manage all the devices in your fleet - remotely, via the cloud.

Shield Guard is fully integrated with MarketPlace, and is available to purchase and install from the
MarketPlace website. For information on Shield Guard plans, access the Shield Guard Home
page and click on the CHOOSE YOUR PLAN button.

Note: This Online Help website describes all available Shield Guard features (that is, the features in
the Shield Guard Enterprise license plan). If your Shield Guard plan does not include all features,
the Help may describe features not available to you.

The following illustration shows the Devices page from the Shield Guard Portal, listing several
devices in a sample Shield Guard license plan (the Enterprise plan).

' SHIELD GUARD = ABC Company A Welcome,

m Devices Total Devices: 10 Not Secure Devices: 3 Q 1

Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.

Dashboard
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Note the following:

e The Title bar indicates the current tenant is the ABC Company.
» The Navigation pane on the left shows the pages available in the Admin area.

 The Information bar indicates the tenant contains a total of ten devices, three of which are
currently assessed as Not Secure.

o Six of the devices belong to the Not Grouped table, indicating that currently they are not
part of any device group. Five are visible in the illustration. The sixth device could be
viewed by viewing the next page in the table (by clicking on the right arrowhead on the
table footer).

o Three of the devices appear in the HQ Building 101 device group table, indicating that
currently they are part of that device group.

o One device does not appear due to space limitations in the illustration.

About Shield Guard

Shield Guard monitors the security policy settings of supported Konica Minolta MFPs (multi-
function peripheral devices) and SFPs (single-function peripheral devices). Shield Guard
consists of the following components:

1. Shield Guard Service - An online platform that enables users to remotely monitor the
security settings of any device on which the Shield Guard Agent is installed. The online
platform is known as the Shield Guard Portal. The website address is:

getshieldguard.com/

Anyone with a MarketPlace account can access the portal to view purchasing options. Members
of a Shield Guard tenant can access additional areas of the portal based on their assigned
role(s) in the group.

2. Shield Guard Agent - Once installed on a device and then launched, the Shield Guard
Agent communicates with the Shield Guard Portal at user-defined intervals. The agent:

a. Receives and stores security policy settings from the Shield Guard Portal.

b. Compares the configuration of the device’s security settings with the configuration of the
corresponding settings in the policy.

c. Reports any device settings that do not comply with the policy, and/or any policy settings
that were changed since the last heartbeat sync, back to the portal as part of the agent’s
device check.

Thus, the agent and the portal communicate regularly. If all settings match, the portal assesses the
device as Secure. If one or more settings do not match, the portal assesses the device as Not
Secure.

Monitoring the Security of Devices in a Tenant
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After each policy assessment, the portal updates the current security statuses of the devices in
the tenant and displays the information in several areas of the portal, including the following:

- Dashboard page - Displays an at-a-glance overview of the tenant’s device security.
« Devices page - Displays the security status of each device in the tenant.

» Logs page - Displays detailed information on security logs recorded by Shield Guard, including
any individual settings that failed a policy assessment.

Elements of a Shield Guard Tenant

Use of Shield Guard requires the purchase of the following:

e A Shield Guard Service license plan - At the time of purchase, you must also specify a billing
method.

» One or more device licenses - one for each device you want to monitor.
e The free Shield Guard agent - one for each device you want to monitor.

The purchase of the service creates a tenant for the plan. The following sections provide overviews
of the main elements of a tenant.

Licenses

Shield Guard is licensed by device (not, for example, by user). Once you purchase a license plan,
you can add devices to the tenant created by the purchase. To add a device to a tenant, the
following must be true:

e The Shield Guard Agent must be currently installed on the device (in order for MarketPlace, and
the Shield Guard Portal, to connect to the device).

¢ A device license must be available in the tenant.

You can purchase device licenses as part of your purchase of a license plan, and/or you can
purchase device licenses for an existing tenant at any time. The number of device licenses you
purchase determines the maximum number of devices you can add to the group. Note that you can
also remove devices from a tenant to make their licenses available for assignment to other devices.

The purchaser of the Shield Guard Service (that is, a license plan) becomes the owner of the
tenant and has full access to the portal, including the Users page via which other users can be
invited to join the group. Users invited to join the group do not need to purchase a license plan.

Users

Shield Guard tenants can contain an unlimited number of users. The purchaser of the license plan
(the group owner) can invite others to join the group. Each invitation includes a role assignment
within the tenant for the invitee. Roles determine the pages of the Shield Guard Portal a member
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can access. For example, only tenant members with access to the Users page can invite others to
join the group. The following illustration shows the Users page.

@ SHIELD GUARD = TR ——
<> Dashboard
:“ Users Total Users: 3 Q se
m Devices
EIA Policies Manage the users in your Shield Guard tenant. View or delete users, assign user roles, and invite new users. Access to functions may be restricted
— by your role.
m Add New User
@ Logs
c‘ Reports
- First Name Last Name Email Date Added
= Settings
> =
O 11/10/2021, 2:46:44 PM &‘ mw
£3. ]
O 10/28/2021, :53:42 AM &‘ mw
D 5/12/2021, 2:31:33 PM

Password Vaults

In addition to roles, Shield Guard restricts user access to pages in the portal by means of
password vaults. Shield Guard requires each tenant member to create their own password vault
in which to store their sensitive data. The Create Vault window appears automatically for this
purpose. Thereafter, in each Shield Guard session, tenant members must first unlock their vault
before accessing any vault-protected pages in the portal. The Unlock Vault window appears
automatically for this purpose.
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Create Vault (7]

All Shield Guard tenant members must create a vault with a
master key to store their Shield Guard dato and protect their
tenant from unauthorized access. You will use your vault
master key to unlock the vault each time you access Shield
Guard.

Marartrli=od P T [PR——— Ar
‘ LeCentranzed <—._. Janagement -

Security
Convenience

Decentralized Key Management requires you specify a vault
master key and then provide it each time you open a Shield
Guard session. If you lose your vault master key and its
recovery key, only a member of the same tenant can restore
your access to your vault and the password data stored
within. For more information, refer to Shield Guard Online

Help.

— Muaster Key
| LS
Confirm Master Key L S
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Unlock Vault (7]

Master Key
[ N

Forgot master key?

Note: The Unlock Vault window appears only for tenant members using the Decentralized method
for vault key management. For tenant members using the Centralized method, Shield Guard
unlocks the vault automatically.

Devices

Shield Guard supports all MarketPlace devices. To monitor devices in Shield Guard, you must add
them to a tenant. To add a device to a tenant, the Shield Guard Agent must be installed on the
device and an unassigned device license must be available in the group. Once added to a tenant,
you can assign a security policy to the device and device monitoring can begin.
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Import Devices from MarketPlace

= Available Devices D Selected Devices
1/5 selected 0/0 selected

Sl oo 08 (0559

o O O O

Second Floor - Dev (CERB)

Note: Devices can belong to only one tenant at a time.

Policies

Shield Guard supports device security settings protected by bizhub Standard, Platinum, and
Ultimate. You can create as many security policies as you like. For each policy, you toggle on
the Shield Guard security settings you want to monitor on a group of devices, then assign the policy
to the devices. For each setting toggled on in the policy, Shield Guard monitors the corresponding
device setting at a user-defined interval (for example, every hour). If non-compliant settings are
found on a device, the Shield Guard Portal updates with the information to alert tenant members so
corrective action can be taken. The following illustration shows the Dashboard page, providing an
overview of the security statuses of devices in a tenant and indicating that several are currently
assessed as Not Secure:
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@ SHIELD GUARD = prigm— r's r——

Policies \ ~ ~
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Reports

Settings

Subscription Details Secure Not Secure No Policy Not Assessed Offline
Alerts & Incidents Fleet Status at a Glance
Device 196 doys ago Secure
bizhub 364e did not pass its policy asse:
Device
bizhub C300 d policy
Device

Device
bizhub C300i d Offline

Escalated Devices

Name Security Status. Policy Name Duration Not Secured
First Floor - Lobby ~ bizhub 287 Q offiine Policy 2 157 days ago
First Floor - Lab - bizhub 3642 Policy 1 Today
bizhub 4052 Policy 2 Today
bizhub C666 @ Not Secure Holly Mally Today
Rowsperpage: 5~  1-4of4

Automatic Remediation

Many Shield Guard policy settings include an option to automatically remediate the device’s
corresponding setting if in a non-compliant state. Shield Guard will automatically modify the device
setting to match the policy setting. If automatic remediation is not active for a setting, or the
setting does not support automatic remediation, the setting must be changed manually, at the
device, to return it to a compliant state.

The following illustration shows the Policies page. The Automatic Remediation column indicates the
policy settings that support automatic remediation. In this illustration, automatic remediation is
enabled for the Auto Document Deletion setting:
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@ SHIELD GUARD =

<) Dashboard

m Devices
s Monitor
[V
Logs »
Reports
Settings
L
@
L
L

MG NRO0001622-SGENNFR

Standard Settings

Security Settings

Admin Password Cenfiguration

Specify your preferences for generating new device admin
passwords, and the frequency ot which you want devices ta
update with new admin passwords

Default Admin Password Check
Moniters if the device admin password has been changed from the
default.

Password Rules
Monitors if the Password Rules setting has been enabled on the
device.

Auto Document Deletion N
Monitors if the period specified on the device for the document 1day
auto-deletion matches the desired period.

Encrypted PDF Deletion
Monitors if the period specified on the device for encrypted PDF 1day
auto-deletion matches the desired period.

Additional Options

Welcome, Matthew

This section contains the bizhub SECURE Service security settings monitored by Shield Guard.

Automatic Remediation

Remediation Available

- Automatic Remediation

- [ Automatic Remediation

Policy Settings and Communication Frequency

For each policy, you select the device settings you want to monitor. In addition, you specify the

frequencies at which:

e The Shield Guard Agent communicates with the Shield Guard Portal to update the agent with

any changes made to the policy. This is called the “server heartbeat sync frequency”.

o The Shield Guard Agent performs a device check, comparing the current statuses of the device
settings monitored by the assigned policy to the configurations of the settings in the policy.

This is called the “Check MFP local settings frequency”.

o The Shield Guard Portal assigns the status of “Offline” to a device because the agent has not
communicated with it within a specified amount of time. This is called the “Offline threshold”.

Server heartbeat sync frequency
Specify how often you want the agent to contact the portal

Changes to assigned palicies will be reported to the agent on the

device at this frequency.

5 minutes -

Check MFP local settings frequency

Specify how often you want the agent to run a device self-check.
Any settings found not to be in compliance with the Shield Guard

policy are reported to the portal.

1 minute -

Offline threshold

Shield Guard reports a device as offline if it has not received

communication from the MFP after the number of heartbeats configured

below.
Tolerance

3

Note: The Shield Guard Agent runs only when the Shield Guard screensaver is running on the

device.

A Sample Custom Security Policy

The following is a policy scenario outlining the basic steps Shield Guard performs when monitoring
and maintaining security for devices assigned to a security policy. The scenario describes a typical
communication frequency configuration between portal and device. Two settings are toggled on,

including one with automatic remediation active.
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Assume the following scenario for a Shield Guard policy:

e The Server Heartbeat Sync Frequency is set to one hour.
e The Check MFP Local Settings Frequency is set to five minutes.
e The Password Rules setting is toggled on.

e The Auto Document Deletion setting is toggled on, with the deletion frequency set to one hour
and the Automatic Remediation option enabled.

« All other policy settings are toggled off.

' MG NR00001622-SGENNFR ‘Welcome, Matthew

Palicy Settings

b
<" Specify the frequency of communication between the Shield Guard Agent and the Shield Guard Portal for devices in the policy. o
m The Shield Guard agent continue to enforce the latest security settings defined in this policy. including any security settings set to auto-remediate, even when offline.
$ Server heartheat sync frequency Check MFP local settings frequency Offline threshold

.‘ Specify how often you want the agent to contact the portal Specify how often you want the agent to run a device self-check. Shield Guard reports a device as offline if it has not received
‘ Changes to assigned policies will be reported to the agent an the Any settings found not to be in compliance with the Shield Guard communication from the MFP after the number of heartbeats configured
a device at this frequency. policy are reported to the portal below.

F Tolerance

c‘ 1 hour - 5 minutes - 3
=
=

Standard Settings

Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings on
the device. Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.

Monitor Security Settings Additional Options Automatic Remediation

Admin Password Configuration

» Specify your preferences for generating new device admin
passwords, and the frequency at which you want devices to
update with new admin passwords.

Remediation Available

Default Admin Password Check
» Monitors if the device admin password has been changed from the
defoult.

Password Rules
. Monitors if the Password Rules setting has been enabled on the
device.

Auto Document Deletion
. Moniters if the period specified on the device for the document 1 hour - Automatic Remediation
auto-deletion matches the desired period.

Encrypted PDF Deletion
» Meniters if the period specified on the device for encrypted PDF Freque AU
auto-deletion matches the desired period,

In this scenario, the following occurs:

1. Every hour, the agent pings the portal. If any of the policy’s settings on the portal have been
modified since the last heartbeat sync, the agent updates with the new settings.

2. Every five minutes, the agent performs a device check of the device’s security settings. As part
of the device check, the agent:

a. References the policy settings acquired in the most recent heartbeat sync, checking only the
settings that are toggled on in the policy.

b. Performs automatic remediation on any device settings for which:
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o Automatic remediation is enabled in the policy.
o The device setting is not compliant with the policy setting.
Note: The device must also support the Automatic Remediation feature.

c. Searches for any device settings that have changed (whether manually at the device or
through automatic remediation) since the last device check. If any device settings have
changed, the agent reports to the portal the current status of all device settings monitored by
the policy.

3. The portal performs an assessment of the security policy. If any device settings are not
compliant with the policy settings, Shield Guard assesses the policy as Not Secure.

Note: If the device check finds no changes to the device settings, the agent does not report to
the portal and no policy assessment is made.

4. If, after 3 heartbeat syncs (the 3 being specified at the Tolerance field), the agent has not
communicated with the portal, the portal assumes the device is asleep or powered off, and
assigns the device a status of Offline.

Further assume that the agent found the device’s Password Rules setting to be enabled and thus in
compliance with the security policy. However, the agent found the device’s Auto Document Deletion
setting to be enabled but set to a deletion frequency of one day (24 hours). As a result:

» The Auto Document Deletion setting on the device is not compliant with the policy setting.

o The agent automatically remediates the device setting to match the policy setting of 1 hour.
Because one or more device settings were changed, the agent reports the change to the portal
and the portal performs an assessment of the policy. Because the agent remediated the device
setting to match the policy setting, Shield Guard assesses the setting as compliant and the
device as Secure.

o However, if automatic remediation did not occur (for example, the device does not support
automatic remediation), the agent would report to the portal that the device setting is not
compliant with the policy and the portal would then assess the device as Not Secure.

Licensing Requirements

To use Shield Guard, the following licenses are required:

1. A Shield Guard Service license plan.

2. A Shield Guard device license for each device you want to monitor.
Shield Guard Service and Device licenses are available for purchase here:
konicaminoltamarketplace.com/market/product/sg-plans

3. One or more Shield Guard Agent licenses, available free of charge here:

konicaminoltamarketplace.com/market/product/moar
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About Licenses

Shield Guard Service licenses are associated with Shield Guard plans. For information on the plans
that are available for Shield Guard, access the Plans page. You can also access the Plans page via
the Home page. On the Home page, click on the CHOOSE YOUR PLAN button.

When you purchase a plan, you also specify a billing method (subscription or term).

Note: Once you activate your Shield Guard license, you can view information on the associated
license plan via the Licensing page on the Shield Guard portal.

If Your License Expires

If your Shield Guard Service license expires, you must purchase a new license plan to continue
using Shield Guard. To purchase a license plan, access the Shield Guard product page in
MarketPlace, or contact your Shield Guard representative.

Note: If your license expires in one tenant but you have access to other tenants, you can continue
to access any tenant for which you have an active license.

For term licenses, the expiration date is determined at the time of purchase. Subscription
licenses run indefinitely until cancelled. Upon cancellation, the expiration date becomes the last
day of the current billing period. For trial licenses, the expiration date is set at 30 days after
purchase.

As your license’s expiration date approaches, a “License Expiring Soon” banner will appear on all
screens in the Shield Guard Portal, indicating the time at which your license will expire. See the
following illustration:

‘ SHIELD GUARD = MP00D12604-AE96A04 Welcome, Matthew

Dashboard

Policies
[ Devices Total Devices: 0 Not Secure Devices: 0 Q
ers

Manage the devices in your Shield Guard tenant. View security stetuses, assign pelicies, group devices, and more. Access to functions may be restricted by your role.

Logs

Reports . -
Import Devices Export Admin P Create Device Group

= Settings

If your license expires, a “License Expired” banner will replace the “License Expiring Soon” banner.

' SHIELD GUARD = MP00D12604-AE96A04 Welcome, Matthew

¢

evices

Policies
Fleet Status
Users

Logs

License Expired

Your Shield Guard license has expired. To restore access to the tenant, please purchase a new license.

Reports

0% 0% 0% 0% 0%

Secure Not Secure No Policy Not Assessed Offline

© 2024 Konica Minolta, Inc. All rights reserved. 15/ 140



Grace Periods for Expired Licenses

Once a license expires, Shield Guard suspends all functionality for the tenant and deactivates all
security policies in the tenant. A grace period begins, during which the tenant remains accessible
but all tenant members are restricted to view-only access. Tenant members can also download CSV
(comma-separated-value) files during the grace period, for example, via the Export Admin
Passwords button.

o Expired paid licenses - 30-day grace period.
o Expired free-trial licenses - 15-day grace period.

At the time of expiration, a pop-up screen appears indicating the license has expired. A countdown
timer displays, indicating the expiration date and time of the grace period. Going forward, the pop-
up screen will appear each time you access the portal or, if you have access to multiple tenants,
each time you access a tenant with an expired license. To exit the pop-up screen, click on the
Continue button. See the following illustration:

Your Shield Guard license has expired.

28 3 b3 38
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During the grace period, tenant information remains preserved and, if a new license is purchased,
can be transferred to the new license. If the grace period expires and a new license has not been
purchased, access to the tenant is suspended. tenant information remains preserved for 60 more
days.

Important! If the 60-day period expires and a new license has not been purchased, Shield Guard
permanently removes all data and information associated with the tenant.

Shield Guard Plans

Shield Guard Service licenses are purchased as part of a Shield Guard plan. For information on the
plans that are available for Shield Guard, access the Plans page. You can also access the Plans
page via the Home page. On the Home page, click on the CHOOSE YOUR PLAN button.

System Requirements

To install and access the Shield Guard Service, the following items are required:

« A MarketPlace account.
e A Shield Guard Service license.
« The Shield Guard Agent installed on each device you want to monitor.

« MarketPlace Client version 5.4.0 or later.

MarketPlace Client

Prior to installing the Shield Guard Agent, be sure to update MarketPlace Client to version 5.4.0 or
later. To check for available updates, do the following:

1. Log in to MarketPlace’s App Manager on your device(s). Once logged in, if a red “M”
notification appears on the Updates button, an update to the MarketPlace Client is available.

2. To update to the newest version of the MarketPlace Client, tap on the Updates button. See the
illustration below:
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M arket Place Welcome, Matthew

APP MANAGER

Installed

Announcement

Display an ad or announcement on your MFP control -
Settings

panel as a screensaver.

Version 1.5.26

bizhub SECURE Notifier
‘F ; The bizhub SECURE Notifier app visually displays
\ your MFP's security status, giving you immediate Settings
peace of mind that your data is protected. e
Version 2.5.11

Connector for Box

(5 Access your business files in the cloud by connecting Settings
to your Box account directly at the MFP. 9

Version 1.4.8

Connector for Dropbox

c y Ie | t clud . onectlng to your Setinie

> & &
> >

Note: You can also update MarketPlace Client using the MarketPlace Auto Updates feature.

Device Requirements

The following sections describe the requirements for devices using Shield Guard.

Supported Devices

For a list of devices that support Shield Guard, access the Shield Guard product page on the
MarketPlace site.

Note: Some Shield Guard functionality is supported only on i-Series devices.

Connection Requirements

For a device to use Shield Guard, it must be connected to the internet.
In addition, the device must be able to connect to the following domain and port:

e device.getshieldguard.com

e port 443
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Configuration Requirements

The following sections describe the configuration requirements for devices using Shield Guard. Note
that to access these settings, you must be an admin of the device.

IWS Settings

Shield Guard supports only devices equipped with IWS (Internet Web Server). All MarketPlace
devices are equipped with IWS. Be sure each device meets Shield Guard’s minimum
requirement for IWS version.

Device Admin Password Permissions

On each device running Shield Guard, set the “Password Change Permission” setting to “Allow”.

The following lists the steps for the C4050i device. You can perform them at the device or via Web
Connection.

1. At the device, log in to the device and access the Administrator Settings page.
2. Tap on Network.
3. Tap on IWS Settings.
4. Tap on Administrator Password Change Setting.
5. Tap on “MarketPlace”.
6. Tap on the Edit button.
7. Set “Password Change Permission” to “Allow”.
8. Tap on the OK button.
Notes:
» The steps for other devices may vary slightly. Please refer to the device’s user manual.
o If the setting is not available in Web Connection, you must perform the steps at the device.

e Some older devices may automatically disable this setting. When troubleshooting issues with
Password Management on a pre-i-Series device, be sure to confirm this setting is enabled.

» For all i-Series devices assigned to a policy, when you toggle on the Admin Password
Configuration setting in the policy, Shield Guard will automatically configure the “Password
Change Permission” setting on the device (see Step 7 above) to “Allow”.
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Setting Up Shield Guard

Acquiring the Shield Guard Service

The purchase of a Shield Guard Service license plan creates a tenant and provides privileged
tenant members with access to the Admin area of the Shield Guard Portal.

To purchase a Shield Guard Service license plan, do the following:

1. Access the MarketPlace site:
konicaminoltamarketplace.com/

2. Log in to your MarketPlace account.

3. Access the Market page.

4. Enter “shield” into the Search field. The Shield Guard card appears. See the following

illustration:
Home About Market Support Services - MFP Uls Apps & Licenses Devices Groups Activity E
Category Product Line Keyword

Select.. Select.. @

Shield Guard

Shield Guard is Konica
Minolta's streamlined,
easy-to-use cloud solution
for remote management,
monitoring and protecting
the security of your MFPs

Learn More

5. Click on the Shield Guard card. The Shield Guard page appears with the Shield Guard Agent
selected:
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Select your Shield Guard product:

Shield Guard Agent Shield Guard Service

Shield Guard Agent
H

$0.00

- 1 +

6. Click on the Shield Guard Service button. The Shield Guard Service product page appears:

Select your Shield Guard product:

Shield Guard Agent Shield Guard Service

Shield Guard Service

Demo
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7. Click on the Demo button. A message appears indicating a Shield Guard Service demo license
is now associated with your MarketPlace account. The demo license is valid for 30 days from
activation and provides device licenses for up to 10 devices.

8. The activation of the Demo license creates a tenant, of which you are the owner. To begin
configuring your tenant, access the Shield Guard Portal here:

getshieldguard.com/

Note: Only one demo license is available per MarketPlace account.

Shield Guard Tenants

The purchase and activation of a Shield Guard Service license plan creates a Shield Guard
tenant. The tenant:

* Provides user access to the Admin area of the Shield Guard portal, where remote management
of device security is conducted. Only authorized users can access a tenant and the
functionality in the Admin area.

o Stores the data collected by Shield Guard - data generated by the users, devices, and policies
that have been added to the tenant. All collected data is protected within the tenant, with
access restricted to authorized users.

Note: Once you activate your Shield Guard license, you can view information on your license plan
via the Licensing page on the Shield Guard portal.

Shield Guard tenants consist of the following:

e Devices - MarketPlace-authorized devices added to a Shield Guard tenant.

» Policies - Sets of device security check parameters. Each policy contains settings that
correspond to the security settings available for supported Konica Minolta MFPs (multi-function
peripheral devices) and SFPs (single-function peripheral devices).

o Users - Members of the Shield Guard tenant. A member’s role determines their access
privileges in the portal.

See Also: Elements of a Tenant

Multiple Tenancies

The vast majority of organizations using Shield Guard will require only one tenant to manage the
security of their MarketPlace devices. However, if you purchase and activate multiple licenses, each
tenant created is added to your portal. When you login to the Admin area, the Select a Group
page appears where you can select a tenant to view and edit. Once in the Admin area, you can
change to another tenant using the Shield Guard Tenant button. Only one tenant can be open at
a time.
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Acquiring the Shield Guard Agent

The Shield Guard Agent is free of charge with a MarketPlace account. You must install it on each
device you want Shield Guard to monitor. Once installed and launched on a device, the device

(that is, the agent) can then communicate with the Shield Guard Portal.
To acquire one or more Shield Guard Agents, do the following:
1. Go to the MarketPlace website:
konicaminoltamarketplace.com/

2. Log in to your MarketPlace account.

3. Access the Market page.

4. Enter “shield” into the Search field. The Shield Guard card displays on the page. See the

following illustration:

Home About Market Support Services - MFP Uls Apps & Licenses | Devices Groups

Category Product Line Keyword
Select - Select -

Shield Guard

Shield Guard is Konica
Minolta's streamlined,
easy-to-use cloud solution
for remote management,
monitaring and protecting
the security of your MFPs

Learn More

=

5. Click on the Shield Guard card. The Shield Guard page appears with the Shield Guard Agent

selected:
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Select your Shield Guard product:

Shield Guard Agent Shield Guard Service

Shield Guard Agent
H

$0.00
- 10 +

6. Specify the number of agent licenses you want to acquire.

7. Click on the Buy Now button and follow MarketPlace’s checkout process. When complete, you
can install the agents on your devices.

Once you purchase a Shield Guard license plan and device licenses for each device you want
Shield Guard to monitor, you can then add the devices to your tenant and assign a security policy
to the devices. Device monitoring can then begin.

Installing the Shield Guard Agent

Similar to MarketPlace apps, you have the following options when installing the Shield Guard Agent
on your devices:

« Use the MarketPlace website
+ Use the App Manager at the device panel

Note: Prior to installing the Shield Guard Agent on your devices, refer to the Device
Requirements topic for a list of supported devices. This topic also describes the configuration
requirements for devices running Shield Guard.

Once you install and launch the agent on a device, the device can communicate with the
Shield Guard Portal and the device becomes available for import into a tenant.
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Once installed, the agent requires no further configuration. The Shield Guard Agent icon appears on
the device’'s App menu, as shown in the image below.

¥ MarketPlace

HOME

g 7 7

Announcement bizhub Connector for bizhub Connector for FTP  bizhub SECURE Notifier Connect to Weather
Finance

4 3

Connector for Box Connector for OneDrive Connector for OneDrive  Connector for Sh;rePoint Dispatcher Phoenix
for Business Online Workflow Tile

2 ©0 £ B

Express Connect Personalize Scan Clerk Share PHI Shield Guard Agent

Simple Copy

APP MANAGER

If you tap on the icon, the agent launches and the Shield Guard splash screen displays. The splash
screen displays the same image as the Shield Guard screensaver displays. To exit the splash
screen, click on the MarketPlace icon.

Launching the Agent

Shield Guard requires the agent to be running in order for the agent to communicate with the portal
(and for the portal to communicate back to the agent). The agent launches in the following ways:

o Automatically when the Shield Guard screensaver is active on a device.
o Manually when you tap on the Shield Guard icon on the device’s Home page.

Once launched, the agent communicates with the portal at user-defined time intervals specified
in the Shield Guard policy.

Screensaver

The Shield Guard Agent launches automatically when the Shield Guard screensaver launches on a
device. The screensaver runs serially along with any other MarketPlace screensavers active on the
device.

The Shield Guard screensaver runs as part of the MarketPlace Screensaver app. If any other
screensaver app is enabled on a device, you must instead enable the MarketPlace Screensaver app
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before the Shield Guard Agent can run on the device. The agent can communicate with the portal
only when the Shield Guard screensaver is active on the screen, and not when other screensavers
are active on the screen.

See the following illustration:

SHIELD GUARD

Updating the Agent

We recommend you always install the latest version of the Shield Guard Agent on your devices.
MarketPlace’s Auto Updates feature is enabled by default on all MarketPlace devices. If it remains
enabled on all your Shield Guard devices, then MarketPlace will ensure your devices have the latest
version of the Shield Guard Agent as soon as it becomes available.

If Auto Updates has been disabled on one or more devices in your Shield Guard tenant, you must
manually monitor the Shield Guard Agent on those devices and install the latest version when it
becomes available.

Note: To view the version number (and serial number) of the Shield Guard Agent currently installed
on a device, access the device and view the Shield Guard Settings page in the MarketPlace App
Manager.

Completing the Installation

Once you acquire a Shield Guard Service license and install and launch the Shield Guard
Agent on one or more devices, the following occurs for each device:
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1. The devices become available for import into a tenant via the Devices page on the portal. To
add devices to a tenant, use the Import Devices from MarketPlace window.

2. On the portal, when you assign a security policy to a device, Shield Guard makes an initial
device assessment and the following occurs:

o The agent queries the portal and retrieves and stores the current policy settings.
o The agent reports the statuses of the device’s security settings to the portal.

o The portal compares the statuses of the device’s security settings to the corresponding
settings in the policy and assesses the device as Secure or Not Secure based on the
device’'s compliance to the security policy.

o The Dashboard and Devices pages on the Shield Guard Portal update to include the
current statuses of all devices monitored by the security policy.

o The Logs page updates to include details of recent activity within the tenant.

3. Once the initial device assessment is complete, you can begin to remotely monitor the security
status of the device.

4. Henceforth, Shield Guard monitors the device’s security status based on the communication

frequency settings configured in the Policy Settings. No other configuration at the portal is
necessary.

Note: The portal includes two sample policies to help you get started, or you can create your
own custom policies.
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Using the Shield Guard Portal

Accessing the Portal

Once you purchase a Shield Guard Service license from MarketPlace, you can sign in to the
Shield Guard Portal using your MarketPlace credentials. In the portal, you can configure your
tenant and monitor the security statuses of devices in the tenant.

To access the Shield Guard Portal, use the following web address: getshieldguard.com/.

Note: You can also access the portal via the Services menu on the MarketPlace website:

Home About Market Support Services + | MFPUls Apps & Licenses | Devices Groups Activity E

@ Personalize

- Award Winning

Ecosystem

KONICA MINOLTA

e MarketPlace

Until you are a member of a Shield Guard tenant, only the Home and Plans pages are available on
the portal. Once you join a tenant, you can log in to the tenant using your MarketPlace credentials.
Once logged in, you can access the My Profile page and any pages in the Admin area to which
your assigned roles permit you to access.

Logging In

To log in to your Shield Guard tenant, access the Shield Guard Portal. The Home page appears. Click
on the LOGIN button on the Title bar:
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@ SHIELD GUARD CHOOSE YOUR PLAN

PROTECTED

i ¢

Intelligent Security Monitoring Visibility to the Entire Fleet Automatic Notifications

One of the following occurs:

« If not already signed in to MarketPlace, a sign-in window appears. Enter your MarketPlace
credentials in the fields provided.

» If already signed in to MarketPlace, you are logged in via Single Sign-On (SSO).

Once logged in, the Home page appears displaying the Welcome button on the Title bar:

' SHIELD GUARD CHOOSE YOUR PLAN Welcome, Matthew

Cookie Settings

The first time you access the Shield Guard Portal, the Cookie Settings window appears where you
can view a list of web cookies used by Shield Guard. To access the Shield Guard site, you must
agree to Shield Guard’s use of these required (technically necessary) web cookies. To agree, click
on the Accept button. Thereafter, you can access the Cookie Settings window via the link on the
Shield Guard footer bar.

Home Page

The Shield Guard Portal Home page appears first when you access the portal. It displays
information on Shield Guard’s extensive capabilities, indicates the logged-in user (if any), and
provides access to the Plans page via the CHOOSE YOUR PLAN button.
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@ SHIELD GUARD CHOOSE YOUR PLAN

PROTECTED

5z ¢

Intelligent Security Monitoring Visibility to the Entire Fleet Automatic Notifications

ield Guard P
v monitor all

remediate the issues and restore the|

The Home page provides illustrations and detailed information on Shield Guard. See the following
illustration:
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‘ SHIELD GUARD CHOOSE YOUR PLAN B

The Home page also includes the Footer bar, providing access to additional resources on the
Shield Guard portal, for example Shield Guard’s privacy policy.

Plans Page

The Plans page provides all the information you need to choose the ideal Shield Guard plan for your
team. To access the page, click on the CHOOSE YOUR PLAN button on the Home page. The
following illustration shows the Plans page:
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W SHIELD GUARD ——

Choose Your Security Plan

your entire MFP fleet is
ent, automatic alerts

Enterprise
For advanced administrative

Business control

For your entire CI'C_]-CI“iE-CIt'II:“ Em primrg
1
Starter Contact Us

For small departments

{annual prepaid)

For pricing {onnual prepaid)

Contact Us

{annual prepaid)

LEARN MORE & LEARN MORE & LEARN MORE &

Shield Guard is licensed per device.

To return to the Home page, click on the Shield Guard logo at the top of the screen. You can also
click on Return to Home Page at the top of the Plans page.

Notes:

« When you purchase a paid Shield Guard plan, you must also specify a billing method.

« When you select a license plan on the Plans page, you are transported to the MarketPlace site
where you can complete the process. Once you complete the purchase, return to the Shield
Guard Portal and configure your tenant using the Admin area.

Shield Guard License Plans

Shield Guard is available in several plans described below. Each plan has an increasing number of
features, culminating in the Enterprise plan containing the most advanced administrative controls
for Shield Guard.

Note: For plan options available in your region, contact your local Shield Guard sales
representative.
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Starter Plan

Designed for smaller departments, the introductory Starter plan provides everything you need for
remote security monitoring and management of your device fleet, including a Dashboard page as
well as security alerts, log-viewing, and basic reporting.

Business Plan

The Business plan offers all of the functionality included in the Starter plan, along with a variety of
advanced monitoring and management features/functions including device password remediation
and advanced device management.

Enterprise Plan

The Enterprise plan includes all of the functionality included in the Business plan, as well as the
sophisticated administrative controls and reporting capabilities required for larger, more complex
business customers. The Enterprise plan includes:

« Advanced reporting capabilities

e A comprehensive Admin dashboard

e Automatic policy remediation

» Time-saving policy management features

¢ More!

Free Trial License

Each MarketPlace user has access to a 30-day free-trial license for the Shield Guard Enterprise Plan.
This license includes all the features of the Enterprise plan, and provides up to 10 device licenses. If
you later choose to purchase a Shield Guard plan, you can transfer any data you generated on
your trial license to your purchased account.

To get a free trial license, do the following:

1. Log in to the Shield Guard portal. The Home page appears.
2. On the Home page, click on the CHOOSE YOUR PLAN button. The Plans page appears.

3. On the Plans page, on the Enterprise card, click on the FREE TRIAL button. If you are logged
in to the portal and the Free Trial button is not active, the free trial license has already been
consumed for the logged-on user and is thus no longer available. The following illustration
shows the Free Trial button in an active state:
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LEARN MORE &

4. Shield Guard redirects you to MarketPlace. Follow the purchasing process to create the trial
license. When the purchase process is complete, you return to the Shield Guard portal. In the
window that appears, click on the Go Home link:

@ SHIELD GUARD ——

=

Success!

Contact Us | Cookie Settings | Privacy | Terms and Conditions | EULA © 2023 Konica Minolta, Inc.

5. The Home page of the Shield Guard Portal appears, where you can log in and access your trial
tenant.

Shield Guard’s free trial is restricted to one per MarketPlace account. As the end of the trial
period approaches, Shield Guard sends a notification to the email account associated with the
trial license. The notification includes the expiration date of the license and your options for
purchasing a paid license for Shield Guard.

Note: You can also access the free trial license via the Product page for the Shield Guard Service.

Comparing Shield Guard Plans

To view a table comparing the features in each plan, access the Feature Comparison section of
the Plans page in the Shield Guard Portal.

Password Vaults

Password vaults are a security feature in Shield Guard, providing an additional layer of protection
inside the Shield Guard portal. The user authentication process during login protects the portal

© 2024 Konica Minolta, Inc. All rights reserved. 34 /140



from external breaches while password vaults (together with Shield Guard roles) protect data
within the portal.

Use of Shield Guard requires a password vault. The first time you attempt to access a vault-
protected page in the Shield Guard portal, the Create Vault window appears and prompts you to
create your vault.

Each vault requires a master key to unlock it. During the vault-creation process, you generate your
vault master key. If using the Decentralized method for vault key management, you must
manually create your vault key. If using the Centralized method, Shield Guard creates the key for
you.

Once created, you must unlock your vault the first time in each Shield Guard session that you
attempt to access a vault-protected page. If using the Decentralized method for vault key
management, the Unlock Vault window appears and you must manually provide your vault key. If
using the Centralized method, Shield Guard provides the key for you.

Once unlocked, the vault remains open until you perform an action that causes Shield Guard to lock
the vault, for example logging out of the Shield Guard session. Shield Guard’s automatic vault-
locking process:

1. Takes a snapshot of your current data,
2. Stores the data in your vault, and

3. Encrypts the vault.

Vault Protections

Password vaults provide the following protections for Shield Guard tenants:

» Store and encrypt the admin passwords of devices added to the tenant, protecting the devices
from unauthorized access.

o Protect pages on the portal containing sensitive information against unauthorized access. Such
pages are vault-protected, and require a vault key to access.

Note: Depending on your method for vault key management, your vault key may be stored
outside of your vault, thus providing additional security for your vault key.

Managing a Password Vault

Password vault management involves the following major elements:

1. Vault - Password vaults are associated with tenant members. Your vault protects your data
across all tenants of which you are a member. That is, vaults are user-specific, not tenant-
specific.

2. Vault master key - As part of the vault-creation process, you generate a vault master key
that will be used to unlock your vault thereafter.
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3. Tenant member vault key management method - Tenant members can choose from two
methods by which to manage their vault keys:

o Decentralized - Tenant members create and manage their vault key.
o Centralized - Shield Guard creates and manages their vault key.

4. Tenant Vault Key Management setting - Authorized tenant members (members with the
License Plan Management permission) can use the Tenant Vault Key Management section of
the Settings page to restrict tenant members to the Decentralized method only, such that
tenant members have no access to the Centralized method.

In summary:

1. Each tenant member creates a vault and generates a vault key to unlock the vault thereafter.

2. The steps tenant members must take when creating their vault, and the tasks each must
perform to maintain their vault key, are determined by the tenant member vault key
management method they choose.

3. An authorized tenant member can restrict the tenant to use of the Decentralized vault key
management method only.

Creating Your Password Vault

The first time in a Shield Guard session that you attempt to access a vault-protected page, Shield
Guard checks for your vault key. If you have not yet created your password vault, the Create Vault
window appears and you must create it.

The contents of the Create Vault window, and the information you are required to provide, differ
depending on your membership status in the tenant and the tenant vault key management
configuration for the tenant. The following list describes the scenarios that determine the contents
of the Create Vault window.

* You are a tenant owner who is accessing the tenant for the first time.

* You are a tenant member whose tenant has been configured for Decentralized Only vault
key management.

* You are a tenant member whose tenant has been configured for Decentralized or
Centralized vault key management.

e You are a member of no Shield Guard tenants, but have been invited to join one.

Vault Creation for Tenant Owners

If you are the tenant owner accessing the tenant for the first time, once you log in to the tenant,
the Create Vault window appears:
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Create Vault (7]

All Shield Guard tenant members must create a vault with a
master key to store their Shield Guard data and protect their
tenant from unouthorized access. You will use your vault
master key to unlock the vault each time you access a Shield
Guard restricted paoge.

Once you click on the Create button to create your vault, the
Settings poge appears and you can begin to configure your
tenant.

A\ DO NOT FORGET THIS MASTER KEY.

Master Key

Confirm Master Key Q

Note: The above window also appears for Shield Guard invitees who have been invited to join a
tenant but are currently not a member of any tenant.

Use this window to specify a master key for your vault. Do the following:

1. In the Create Vault window, in the Master Key field, specify a master key for your vault.

2. In the Confirm Master Key field, re-enter the master key. Once the contents of the two fields
match, the CREATE button activates.

3. To activate the vault, click on the CREATE button. To abandon the process, click outside of the
window.

4. Once you activate the vault, the Vault Created window appears. To continue, you must
download a recovery key. See the following illustration:
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Vault Created
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A\ STORE YOUR RECOVERY KEY IN A SAFE PLACE.

If you forget your master key, this recovery key is the only
vay to access your vault.

DOWNLOAD

5. In the Vault Created window, click on the Download button.

6. If a navigation window appears, navigate to the location where you want to store the recovery
key and click on Open. If no navigation window appears, the key downloads to the default
download location on your local drive.

Important! Be sure to complete the download process of your recovery key and take note of
where you store it. If you forget your master key, you can use the recovery key to create a new
master key. If you lose the recovery key as well, you must use the Reset Vault feature to
regain access to your vault.

Note: As the first member of your tenant, the tenant defaults to the Decentralized vault key
management method and so you are not required to specify one for your vault. Thus, the
Management Type field does not appear in the Create Vault window. Conversely, the Management
Type field will appear for all other tenant members as part of their vault-creation process. The
options available at that field are controlled by the Tenant Vault Key Management field in your
tenant.

Once you complete the vault-creation process, you can begin to configure your tenant.

Vault Creation for Decentralized Only

If the Tenant Vault Key Management field for your tenant is set to Decentralized Only, the
Management Type field in the Create Vault window is inactive and you must use the Decentralized
method. See the following illustration:
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Create Vault (7]

All Shield Guard tenant members must create a vault with a
master key to store their Shield Guard dato and protect their
tenant from unauthorized access. You will use your vault
master key to unlock the vault each time you access Shield

Guard.

- -
Convenlence

Decentralized Key Management requires you specify a vault
master key and then provide it each time you open a 5
Guard session. If you lose your vault master key and its

recovery key, only a member of the same tenant can restore

your access to your vault and the password data stored
within. For more information, refer to Shield Guard Online
Help.

Master Key

To create your vault, do the following:

1. In the Create Vault window, in the Master Key field, specify a master key for your vault.

2. In the Confirm Master Key field, re-enter the master key. Once the contents of the two fields
match, the CREATE button activates.

3. To activate the vault, click on the CREATE button. To abandon the process, click outside of the
window.

4. Once you activate the vault, the Vault Created window appears. To continue, you must
download a recovery key. See the following illustration:

© 2024 Konica Minolta, Inc. All rights reserved. 39/140



Vault Created

F P i +oarme o - oo R e

A\ STORE YOUR RECOVERY KEY IN A SAFE PLACE.

If you forget your master key, this recovery key is the only
vay to access your vault.

DOWNLOAD

5. In the Vault Created window, click on the Download button.

6. If a navigation window appears, navigate to the location where you want to store the recovery
key and click on Open. If no navigation window appears, the key downloads to the default
download location on your local drive.

Important! Be sure to complete the download process of your recovery key and take note of
where you store it. If you forget your master key, you can use the recovery key to create a new
master key. If you lose the recovery key as well, you must use the Reset Vault feature to
regain access to your vault.

Vault Creation for Decentralized or Centralized

If the Tenant Vault Key Management field for your tenant is set to Decentralized or Centralized,
the Management Type field in the Create Vault window is active and you can make a selection. See
the following illustration:
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All Shield Guard tenant members must create a vault with a
master key to store their Shield Guard data and protect their
tenant from unouthorized access. You will use WOuT vault master
key to unlock the vault each time you access Shield Guard.

Decentralized Key Management -

Security

User Convenience

Decentralized Key Management requires you specify a voult
master key and then provide it each time you open a Shield
Guard session. If you lose your vault master key and its
recovery key, only a member of the same tenant can restore
your access to your vault and the password data stored within.
For more information, refer to Shield Guard Online Help.

,A DO MOT FORGET THIS MASTER KEY:

To create your vault, do the following:

1. In the Create Vault window, in the Management Type field, select a vault key management
method for your vault.

a. If you select Centralized, then when you click on the CREATE button, Shield Guard creates
and stores your vault key for you, and the process is complete. To abandon the process, click
outside of the window.

b. If you select Decentralized, follow the steps listed in the Vault Creation for Decentralized
Only section to create your vault.
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Vault Maintenance for Decentralized Key
Management

Once you create your vault, Shield Guard manages your vault data regardless of your vault key
management method. If you use the Decentralized method, you are responsible for several vault
key management tasks:

Unlocking your vault when prompted by Shield Guard.

Changing your vault key when necessary.

Using the Recovery key when necessary.

Resetting your vault when necessary.

Unlocking Your Password Vault

If you use the Decentralized method for vault key management, you must manually unlock your
vault when prompted by Shield Guard. The Unlock Vault window appears for this purpose. This
window appears the first time in a Shield Guard session that you attempt to access a vault-
protected page. To unlock the vault, enter your master key. See the following illustration:

Unlock Vault (7]

Forgot master key?

Once you unlock the vault, it remains open until you do any of the following, each of which cause
the vault to lock automatically:

» Refresh the page.
« Navigate away from the site by modifying the URL for your Shield Guard page.

e Log out of the Shield Guard site.

Changing Your Vault’'s Master Key
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If you use the Decentralized method for vault key management, you can manually change your
vault master key. We recommend you update your vault key on a regular basis. You have the

following options:

» Use the Forgot master key? option on the Unlock Vault window. This option requires that you
provide a valid recovery key.

» Use the CHANGE MASTER KEY option in the Vault Key Options section of the My Profile
page. Do the following:

1. Access the My Profile page.

2. In the Vault Key Options area, click on the CHANGE MASTER KEY button. The Change
Master Key window appears. See the following illustration:

Change Master Key

3. In the Change Master Key window, enter the master key in the New Master Key field and
then re-enter it in the Confirm Master Key field. Once the contents of the two fields match,
the CHANGE MASTER KEY button activates. Click on this button to change your master key.
The Master Key Updated window appears. To continue, you must download a recovery key. See

the following illustration:
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Master Key Updated

DOWNLOAD

4. In the Master Key Updated window, click on the Download button.

5. If a navigation window appears, navigate to the location where you want to store the recovery
key and click on Open. If no navigation window appears, the key downloads to the default
download location on your local drive.

Important! Be sure to complete the download process of your recovery key and take note of
where you store it. If you forget your master key, the recovery key is the only means by which
you can create a new master key.

Using the Recovery Key

If you use the Decentralized method for vault key management and you forget your master key,
you can use your recovery key to create a new master key. Shield Guard prompts you to generate a
recovery key as part of the vault-creation process, and each time you update the master key
thereafter. Your recovery key should be stored on your local drive. If not, you can download a new
recovery key.

When the Unlock Vault window appears and you do not have the master key to unlock the vault, do
the following:
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Unlock Vault (7]

Please enter your master key to unlock your vault.

Master Key

Forgot master key?

1. Click on the Forgot master key? option. The SELECT RECOVERY KEY button appears:

Unlock Vault

To unlock your vault, access your recovery key.

SELECT RECOVERY KEY

Can't find your recovery key?

BACK

2. Click on the SELECT RECOVERY KEY button. A navigation window appears:
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3. Navigate to the location where the recovery key is stored and open the file. The Change Master
Key window appears, as in the following illustration:

Note: If you select an improper recovery key, an error message appears. To continue, you
must select the proper recovery key or click on the Back button to return to the previous
screen.

Change Master Key

4. In the Change Master key window, enter the master key in the New Master Key field and
then re-enter it into the Confirm Master Key field. Once the content of the two fields
matches, the CHANGE MASTER KEY button activates. Click on this button to change your
master key. The Master Key Updated window appears. To continue, you must download a
recovery key. See the following illustration:
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Master Key Updated

DOWNLOAD

5. In the Master Key Updated window, click on the Download button.

6. If a navigation window appears, navigate to the location where you want to store the recovery
key and click on Open. If no navigation window appears, the key downloads to the default
download location on your local drive.

Important! Be sure to complete the download process of your recovery key and note of where
you store it. If you forget your master key, the recovery key is the only means by which you
can create a new master key.

About Recovery Keys

 When you download a recovery key, it becomes associated with the master key and is valid
until you change the master key. Whenever you create or modify a master key, Shield Guard
prompts you to download a recovery key. That recovery key becomes associated with the new
master key, and any previous recovery keys are invalidated.

« If you download multiple recovery keys, you can identify the valid recovery key by selecting
the file with the most recent date.

 We recommend you delete any invalid recovery keys.

Resetting Your Vault

If you use the Decentralized method for vault key management and you lose both your vault
master key and its recovery key, you can attempt to reestablish access to your vault by clicking
on the Can’t find your recovery key? option in the Unlock Vault window.
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Unlock Vault

SELECT RECOVERY KEY

Can't find vour recovery key?

BACK

Note: If you use the Centralized method for vault key management, Shield Guard maintains your
vault key and you will never need to use the Reset Vault procedure.

The Reset Vault process alerts other members (if any) of your tenant to send you a link, via which
you can reset your vault master key and regain access to your vault data (including device admin
passwords). If you are the only member of your tenant, you can manually reset your vault master
key but all data in the vault will be destroyed.

The Reset Vault window lists the tenants of which you are a member and the recovery option
available for each. See the following illustration:
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Reset Vault

If vou lose both your vault master key and your recovery key, vou can reset yvour vault.
This process alerts other members (if any) of your tenant to send you a link, via which
you can reset your vault master key and regain access to your vault data (including
device admin passwords). If vou are the only member of your tenant, vou can
manually reset yvour vault master key but all data in the vault will be destroyed.

Your account has access to the following tenants, each of which will need to be
added to your newly generated vault. For vaults with other users, those users will be
alerted that you need assistance in recovering your vault.

Tenant Recovery Options

MNRODOO1605-SGENNFR Manual Reset
MRO0001622-SGENMNFR User-assisted recovery

|:| | understand that my access to this tenant will be restored only when | reset my
vault. * Required

| understand that if | manually reset my vault, all data in the vault will be destroyed,
including device admin passwords. If a device's admin password is lost, an
authorized Konica Minolta service technician may be needed to reset the device's
admin password. Additionally, for policies using Manual Password Generation, | must
re-enable the Admin Password Configuration setting and provide a new manual
password.

|:| | understand that a technician may be needed to restore access. * Required

CANCEL SAVE

User-Assisted Recovery

If any of your tenants has active members other than you, the Recovery Options column in the
Reset Vault window displays “User-assisted recovery” and you may be able to restore your access
to the tenant and recover the contents of your vault. When you click on the SAVE button, Shield
Guard sends an email to all members of all your tenants indicating you are locked out of the tenant
and require an invitation to rejoin. The email includes a link that, when clicked on, sends you an
invitation email containing a link to rejoin the tenant. When you rejoin a tenant, you will be
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prompted to reset your vault master key. Your access to the tenant, and your vault data associated
with it, is now restored.

Note: If no other tenant member is able to send you an invitation email (for example, they have
lost their master and recovery keys, too), you must contact your support representative to assist
you in accessing the Manual Reset option to reset your vault.

Manual Reset

If you are the only member of a tenant, the Recovery Options column in the Reset Vault window will
display “Manual Reset” for that tenant. This indicates that no one else is able to access the tenant
and send you an invitation to rejoin the tenant. In such cases, your only option to rejoin your tenant
is to use the Manual Reset procedure. You will be prompted to create a new vault, and your access
to the tenant will be restored, but your vault data for the tenant will be lost. If you have no other
access to the admin passwords of the devices in the tenant, you will need to contact your support
representative to arrange for a technician to retrieve the passwords for each of the devices.

Vault Maintenance for Centralized Key Management

Once you create your vault, Shield Guard manages your vault data regardless of your vault key
management method.

For vault key management, if you use the Centralized method, then Shield Guard manages the
key for you and you have no manual tasks for key management. Shield Guard assumes
responsibility for:

» Unlocking your vault

o Updating your vault key

o Safeguarding your vault key. Shield Guard will never lose the key, so you will not need to:
o Create a recovery key or use a recovery key

o Reset your vault

Vault-Protected Pages

In addition to storing sensitive data in the vault, password vaults restrict access to pages in the
Shield Guard portal that contain sensitive information. These pages are called “vault-protected”
pages. In each Shield Guard session, Shield Guard restricts access to these pages until the vault
master key is provided. Once the vault has been unlocked, all vault-protected pages become
accessible.

The following Shield Guard pages are vault-protected:
- Devices page

+ Users page
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e Policy Editor

My Profile page

Vault Master Keys

As part of the vault creation process, each tenant member generates a vault master key they will
use thereafter to unlock their vault. Vault key management is an important aspect of Shield Guard
best practices. If a vault master key is lost, the tenant member can be blocked from accessing the
tenant and the device password data in the vault can be lost. Shield Guard provides ways for tenant
members to safeguard their vault keys and restore them if lost. And, Konica Minolta technicians can
retrieve a device’s admin password in the event that no tenant member can provide the password.
However, it is recommended you safeguard your vault keys to avoid downtime from your tenants
and their devices.

Vault Key Management

Vault key management involves the following tasks for tenant members:
e Selecting a vault key management method.
» Creating a vault master key to unlock their vault.
« Safeguarding the key once created.
« Changing the key as needed.
» Restoring the key if lost.

Note: For tenant members who select the Centralized method for vault key management, Shield
Guard performs these tasks automatically.

The vault key management method determines:

e The location at which the vault master key is stored (locally or in the cloud).
» Who is responsible for securing and preserving the key (the tenant member or Shield Guard).

» Who provides the key when Shield Guard requires it (the tenant member or Shield Guard).

Vault Key Management Methods

Shield Guard provides two methods for tenant members to manage their vault keys:

Decentralized Key Management

In this method, Shield Guard manages the vault but not the vault key. By storing the key in a
“decentralized” location (separately from Shield Guard), an additional element of security is
provided.
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Security
User Convenience

Tenant members using the Decentralized method are responsible for:

e Creating their vault key,

- Safeguarding their vault key,

« Changing their key as needed,

» Recovering their vault key if lost,

» Resetting their vault key if both the master and recovery keys are lost, and

» Entering their vault key whenever requested by Shield Guard.

Centralized Key Management

In this method, Shield Guard manages both the tenant member’s vault and vault key in the cloud
and provides it automatically when requested by Shield Guard. This method provides a level of
convenience for tenant members, and Shield Guard will never lose the key.

Security
User Convenience

Note: Tenants can be configured to block the use of the Centralized method within the tenant.

Tenant Vault Key Management Options

Authorized Tenant members (members with the License Plan Management permission) can edit
the Tenant Vault Key Management section of the Settings page. This section contains the
following options for tenant vault key management:

- Decentralized Key Management - Require tenant members to use the Decentralized key
management method.

» Centralized or Decentralized Key Management - Allow tenant members to choose their
vault key management method (Decentralized Key Management or Centralized key
management).

Note: Tenant vault key management applies to tenants as a whole. It is distinct from “tenant
member vault key management”, which refers to the vault key management method that must be
applied to each individual password vault.

Viewing the Device Admin Password
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Once you unlock the password vault, you can view the admin passwords for devices in your
tenant.

My Profile Page

The My Profile page provides information on your Shield Guard account as well as options for
maintaining your vault master key. You access this page by clicking on the Welcome button on
the Title bar and selecting “My Profile” from the menu that appears. The My Profile page appears in
the following illustration:

@ SHIELD GUARD T——
L

© My Profile

View information associated with your Shield Guard account and/or update your vault options.

User

MarketPlace Account Information

First Name: Matthew
Last Name:
Email

Tenants

The Shield Guard tenants of which you are a member are listed below. The Vault Key Management column lists the vault key management method specified by your tenant admin. If all of your tenants are set to "Decentralized or
Centralized Key Management", the Pencil icon will be active and you can use the My Vault Key Management column to edit your preferences for your tenants. However, if one or more of your tenants are set to Decentralized Key
Management by your tenant admin in the Vault Key Management column, then the Pencil icon will be inactive and you cannot edit your preferences for any of your tenants.

Tenant Vault Key Management My Vault Key Monagement @
NROD001605-SGENNFR Centralized or Decentralized Centralized
NROD0D1622-SGENNFR Decentralized Centralized

Vault Key Options.

CHANGE MASTER KEY DOWNLOAD RECOVERY KEY

Viewing User Information

The User section displays information from your MarketPlace account, including the following:

e First and last name

¢ MarketPlace account email address

Viewing Tenant Information

The Tenants section contains a table listing the following:
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o The tenant(s) of which you are a member.
« The tenant vault key management option specified for each tenant.

 The tenant member vault key management method currently applied to each of your
tenants.

The Vault Management column lists the vault key management method specified by your tenant
admin. If all of your tenants are set to “Decentralized or Centralized Key Management”, the Pencil
icon in the table header will be active and you can edit your preferences for your tenants. However,
if one or more of your tenants are set to Decentralized Key Management, then the Pencil icon will
be inactive and you cannot edit your preferences for any of your tenants.

If you click on the Pencil icon when it is active, the Modify My Vault Management window appears.
Click on the dropdown to view your options for vault key management. If you make any changes to
your vault management selections, the SAVE button activates. Click this button to save your
changes, or navigate away from the page to abandon your changes.

Vault Key Options

Use this section to manage the master key for your password vault. Your options are described
in the following sections.

Changing your Vault's Master Key

We recommend you change your master key on a regular basis.

Downloading a Recovery Key

If you lose your master key, you can create a new master key using your recovery key. When you
create your vault, and each time you update the master key thereafter, Shield Guard prompts you
to download a recovery key.

If you lose the recovery key, you can generate another one. You must either be currently logged in
to the Shield Guard portal, or you must log in to the portal (providing your master key in the
process).

Do the following:

1. Click on the DOWNLOAD RECOVERY KEY button.

2. If a navigation window appears, navigate to the location where you want to store the recovery
key and click on Open. If no navigation window appears, the key downloads to the default
download location on your local drive.

Important! Be sure to complete the download process of your recovery key and make note of
where you store it. If you forget your master key, the recovery key is the only means by which
you can create a new master key.
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Note: If you lose both your master key and its recovery key, you must use the Reset Vault feature
to regain access to your vault.

Admin Area

The Admin area of the Shield Guard Portal contains the pages you use to configure, monitor, and
maintain your Shield Guard tenant. You access the Admin area by clicking on the Welcome button
then selecting Admin from the menu that appears. The Admin area consists of the following pages.

-« Dashboard Page
- Devices Page
- Policies Page
« Users Page
 Logs Page
« Reports Page
« Settings Page
Notes:
« Many pages in the Admin area are vault-protected and require a vault key to access.

e One or more pages in the Admin area may not be available to you, depending on your license
plan and role.

o Each page in the Admin area includes various page elements common to all pages in the
Admin area.

The following illustration shows the Devices page. “Devices” is selected in the Navigation pane
and the Devices page displays in the Content area:
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3
@ SHIELD GUARD = i ABCCompony P Welcome,
Dashboard
o m Devices Total Devices: 10 Not Secure Devices: 3 Q 1
e Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.
Users ) ) )
import Devices fl Export Admin Passwords [l - Create Device Group
Logs
Reports
Not Grouped Devices: & ~ Collapse
Settings
[m] Name Security Status Policy Name: Last Assessment Local IP Serial Number
[m} Frst Foor -Lobby Q Offline Policy 2 /1712023, 20853 AM 101521245 ABLFOL1000003 e = & O
bizhub 267 x e ! ! F S 6 T
Warehouse _ -~
[m] ﬂ R Q No Palicy - — 10.1521260 AB1FO11000013 e = B O
m] ﬂ bizhub 364e @ Secure Palicy 2 3/17/2023, 9:00553 AM 10.15.212.44 AG1F011000005 e = B ﬁ
] E bizhub 4052 @ NotSecure Palicy 2 3/17/2023, 9:00553 AM 1015.21258 AG1FO11000009 e = & O
(] ﬂ bizhub 4750 Q Secure Policy 2 3/17/2023, 9:0053 AM 101521259 AG1F011000011 e == & 0O
Rowsperpage: 5+  1-5af6 >3
HQ Building 101 Devices:3  Policy: Policy 2 V] ~ Collapse
Name Security Status Policy Nome: Lost Assessment Local IP Serial Number
Trird Floor - Lebby Secure Policy 1 3172023, 3:00:53 AM 101521261 AGLFO11000015 EN Y]
bizhub C287 o olicy 1 524 = 6 W0
First Floor - Lab -
(] ﬂ i @ Mot secure Policy 1 3/17/2023, 3:00:53 AM 10.15212.43 AB1F011000007 = B O
a ﬂ bizhub C300i 0 Not Assessed Policy 1 - 10.1521262 ABLF011000017 e Q, ﬁ

Select a Tenant Page

If you are a member of multiple Shield Guard tenants, use this page to select the tenant you want
to access. This page displays the tenants of which you are a member, as in the following
illustration:

Welcome, Matthew

@ SHIELD GUARD

Ba Select a Tenant:

© 6 0

SEC0000159- Sullivan Market
ADVYAQC 0051x

MP00012604-
AES6A04

Contact Us | Cookie Settings | Privacy | Terms and Conditions | EULA

© 2023 Konica Minolta, Inc.

Select the tenant you want to view or edit. The Dashboard page for the tenant appears. The name
of the tenant displays on the Title bar. To change to another tenant, click on the name and select
another tenant from the menu that appears. See the following illustration:
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@ SHIELD GUARD = ABC Company

XYZ Company

Devices Big Box Co. _
Policies
EEL Inc. . \

Users

T 30% 30%

Reports

Settings

Secure Mot Secure

Note: If you are a member of only one tenant, note the following:

* The Select a Tenant page does not appear. Instead, when first accessing the portal, you
proceed directly to the Dashboard page.

o The name of the tenant does not display on the Title bar.

Licensing Page

The Licensing page displays information on the license plan associated with your tenant. You can
access the Licensing page via the Welcome button. Access is restricted to tenant members with
License Plan Management permission.

The following illustration shows the Licensing page for a 30-day trial license plan called Enterprise
NFR:
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@ SHIELD GUARD = Welcome, Matius

Dashboard
£} Licensing
Devices

Poli View information associated with your Shield Guard license plan.
olicies

Users

Logs

Shield Guard License Plan
Reports

Plan Name Enterprise NFR
Settings

License Capacity 10

Licenses Used 0

Start Date 6/29/2022,9:02:52 AM

Expiration Date 71292022, 7:53:59 PM

Note: If you have access to multiple tenants, the Licensing page displays information only for the
tenant you are currently accessing on the portal.

Shield Guard License Plans

Your license plan consists of the selections you made at the time of purchase, including the
following:

1. Billing method (Subscription or Term). This selection determines the frequency at which you
are billed for use of Shield Guard.

2. Shield Guard plan - For example, the Enterprise plan. This selection determines the Shield
Guard features available in your tenant and partly determines the cost of your license plan.

3. Device licenses - A separate device license is required for each device you want Shield Guard
to monitor. This selection determines the number of devices you can monitor with Shield Guard
and partly determines the cost of your license plan.

4. Shield Guard Agent licenses (free) - The agent must be installed on each device you want
Shield Guard to monitor.

Thus, the license plan you create during the purchasing process determines your billing
requirements for maintaining a Shield Guard license in good standing and the functional capacity of
your Shield Guard tenant.

Shield Guard Billing Options

The following billing options are available for Shield Guard:

e Subscription - A monthly subscription license, billed at the beginning of each billing cycle, until
you cancel the subscription.
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o Term - A one-year term license, billed at the time of purchase.

The license type you purchase determines the frequency at which you are billed for use of Shield
Guard. The amount you are billed is determined by the Shield Guard plan you purchase and the
number of device licenses you purchase with your plan.

Notes:

e The type of billing method you choose does not affect your purchase options. You can purchase
any Shield Guard plan available in your region, and you can purchase any quantity of device
licenses.

« A free, 30-day trial license is available, providing full access to the Enterprise plan. You can
upgrade from your trial license to a purchased plan.

Subscription Licenses

Shield Guard subscription licenses are available in a monthly billing cycle. Payment is due at the
beginning of each billing period, as determined by the purchase date. The plan remains active until
the end of the period, when a new monthly billing period begins. If you cancel your subscription, the
license plan remains active until the end of the current billing period.

The Licensing page displays the following information for subscription licenses:

o Current Subscription - The current license plan, for example, the Enterprise plan.

» License Capacity - The total number of device licenses purchased under the license plan, and
the maximum number of devices that can be added to the tenant under the current plan.

o Licenses Used - The number of licenses in the plan currently assigned to a device.

» Billing Frequency - The frequency at which payments must be made to sustain the
subscription.

Modifying Your Subscription

You can upgrade your subscription license plan and/or modify the license capacity for the plan at
any time. If your subscription has lapsed, you can purchase a new license plan (subscription or
term) at any time. To downgrade or cancel your subscription license, contact your local Shield
Guard sales representative.

Note: Only Shield Guard subscription licenses include the option to modify the license plan. Term
licenses or trial licenses cannot be modified.

To modify the configuration of a Shield Guard subscription license plan, do the following:

1. Access the tenant whose license plan you want to modify (required only if you belong to
multiple tenants).

2. Access the Licensing page, and click on the Modify Subscription tab.
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3. At the Subscription field, your current plan displays. To change the plan, click on the current
plan and select a new plan from the list that appears. Note that if your current plan is
Enterprise, the upgrade option is not available.

4. At the Number of Licenses field, the current number of licenses purchased under your
license plan displays. To modify the quantity, select the current quantity and then enter the
new license capacity. You can also use the - or + buttons to change the quantity decrementally
or incrementally, respectively.

5. Once you modify either the Subscription or Number of licenses field, the MODIFY
SUBSCRIPTION button activates, indicating a change to the current license plan is pending.

The following illustration shows a subscription for the Starter plan with a license capacity of 5.
In the Subscription field, “Business” has been selected as the new plan, and the Number of
licenses field has been modified to 25 licenses. The MODIFY SUBSCRIPTION button is active,
indicating a change to the current license plan is pending:

' SHIELD GUARD = MP00012604-AEIEAD4 Welcome, Matthew

Dashbeard

Devices
Policies
Logs

Modify Subscription Subscription Information
Reports

Settings

Your current subscription displays below. To downgrade or cancel your subscription license, contact your local sales representative.

Current Subscription Starter
License Capacity 5
Licenses Used 3
Billing Frequency Manthly
Business A - 25 +

CANCEL MODIFY SUBSCRIPTION

6. Once you have made your selection(s), click on the MODIFY SUBSCRIPTION button. The
Modify Subscription window appears displaying your current license plan configuration as well
as your proposed changes to the plan, including the updated cost for each billing period. See
the following illustration:
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Modify Subscription

Current Plan MNew Plan
Subscription Starter Business
License Capacity 5 25
Subscription Cost %8 ™month 5% /month

Updated Subscription Cost
$ © /month

CANCEL CONHRM

7. To proceed with the changes to your subscription license plan, click on the CONFIRM button.
The Licensing page updates with the new configuration. Or, to abandon your changes, click on
the CANCEL button.

Upgrade Options for Your Shield Guard Plan

To view your upgrade options and compare the features available in your Shield Guard plan with the
features available in your upgrade options, click on the Subscription Information tab. The following
illustration shows the upgrade options for a user with the Starter plan:

© 2024 Konica Minolta, Inc. All rights reserved. 61/ 140



' SHIELD GUARD = MPO0D12604-AE96AD4 Welcome, Matthew

Dashboard
£} Licensing
Devices

~
\/

514 Policies

r'ﬁ‘ Users

a Modify Subscription  Subscription Information

Logs

0’ Reports

=

TE  Settings YOUR PLAN UPGRADE NOW UPGRADE NOW

STARTER BUSINESS ENTERPRISE

Shield Guard Agent on MFP (V] (] (V]
Single Sign-On with MarketPlace o ° °
Shield Guard Online Portal for
Anytime/Anywhere Access ° ° °
Graphical Dashboard 0 ° 0
Security Status Alerts o o °

Term Licenses

Shield Guard term licenses are available on a yearly basis, for any number of years you choose.
Payment is due upon purchase, and the plan remains active from the date of purchase until the
number of years on your license expires. You can renew your term license at any time. If you cancel
your term license, the license plan remains active until the end of the term.

Note: Term licenses and trial licenses cannot be modified. Only Shield Guard subscription licenses
include the option to modify the license plan.

To view information on a term license, access the tenant whose license plan you want to view
(required only if you belong to multiple tenants). The Licensing page displays the following
information for term licenses:

* Plan name - The type of Shield Guard plan, for example, Enterprise.

o License capacity - The total number of licenses purchased under the plan, and the maximum
number of devices you can add to the tenant.

e Licenses used - The number licenses in the plan currently assigned to a device.
« Start date - The date and time on which the license plan was started.
» Expiration date - The date and time on which the license plan will end, or did end.

The following illustration shows the Licensing page for a term license:
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W SHIELD GUARD =

Dashboard
Devices
Policies
Users

Logs
Reports

Settings

Trial Licenses - Upgrading to a Paid License

SEC0000159-ADVYAOC

View information associated with your Shield Guard license plan.

Shield Guard License Plan

Plan Name
License Capacity
Licenses Used
Start Date

Expiration Date

Enterprise

10

2

82212022, 12:04:39 PM
8/22/2027. 7:5959 PM

Welcome, Matthew

To upgrade your free trial license to a paid license, use the Upgrade License area on the Licensing
page. This area appears only for free-trial tenants.
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JHOD0259-SGTRIAL Welcome, Matthew

View information associated with your Shield Guard license plan.

Shield Guard License Plan

Plan Nome Enterprise Free Trial
License Capacity 1

Licenses Used 0

Start Date 3/11/2024, 2:37:06 PM
Expiration Date 4/10/2024, 7:59:59 PM

Upgrade License

To upgrade your license plan, please contact your authorized sales representative to obtain a purchase code

Enter a purchase code to upgrade your license.

Purchase Code. ——————y
{ -471e

CANCEL SUBMIT

e

You can upgrade your trial license at any time while it is active. As your expiration date
approaches, Shield Guard displays a warning banner showing the expiration date.

To upgrade to a paid license, do the following:
1. Obtain a purchase code from your Shield Guard representative.
2. Enter the purchase code into the Purchase Code field.

3. Select Submit. A confirmation message appears, and the Licensing page updates to display
your upgraded plan.

Notes:

e Purchase codes are not case-sensitive.

e The device count for your purchase code must be equal to, or greater than, the licenses
currently being used in the tenant. This quantity is displayed at the Licenses Used field on the
Licensing page. If your purchase code has insufficient licenses, you must either purchase
additional device licenses or remove devices from the tenant.

Portal Page Elements
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Each page in the Shield Guard Portal consists of several common elements. Note that the
functionality of some of these elements varies depending on whether or not you are logged in to
the portal. Each is described below.

Title bar

The Title bar appears at the top of the portal screen. It displays the site name as well as access to
other information and site options. The following illustration shows the Title bar as it appears within
the Admin area:

W SHIELD GUARD = ABC Company 'S Weicome, Matthew
Site Expand/Collapse Shield Guard Notifications ~ Welcome
name Menu button license group icon button

Any of the following buttons/icons may appear on the Title bar, depending on your location within
the portal.
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Name Description

Site name Displays the site name. If you click on the site name from within the
Admin area, the Dashboard page appears. If you click on the site
name from outside the Admin area, the Home page appears.

Expand/Collapse Controls the display of the Navigation pane. Click on this button to

Menu button expand or collapse the pane. When the Navigation pane is expanded,
the names of the available pages in the site appear along with their
icon. When collapsed, only the icons appear. If you hover over the
collapsed pane, the pane expands showing the page names. To lock
the pane to its expanded state, click on this button while hovering
over the collapsed pane.

Shield Guard If you are a member of multiple Shield Guard tenants, the name of the

tenant current tenant displays here. To select another tenant, click on the
drop-down menu and select a tenant from the list that appears. If you
are a member of only one tenant, this selection option does not

appear.
Notifications A red badge next to the icon indicates notifications are available. Click
icon to view the Notifications list. To acknowledge a notification, click on

the associated Dismiss button. The notification is removed from the
Notifications list.

To exit the Notifications list, click outside the list area. Any
notifications you did not dismiss are preserved, and the notification
count in the red circle updates to account for any notifications you
dismissed.

If no red badge appears next to the Notifications icon, no notifications
are available.

Welcome button Accesses a dropdown menu with various options. This button appears
only if logged in to the portal. If not logged in, the LOGIN button
appears.

LOGIN Button

The LOGIN button accesses the Login screen or, if already logged in to the MarketPlace, logs you in
to the portal via single-sign-on (SSO). It appears on the right end of the Title bar when logged out of
the Shield Guard portal. When logged in, the Welcome button appears instead.

Welcome Button
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The Welcome button appears on the right end of the Title bar when logged in to the Shield Guard
portal. It includes the name of the logged-on user as well as a drop-down menu providing access to
areas of the portal, for example the My Profile page. The drop-down menu also includes the
Logout button.

The options available on the Welcome button drop-down menu vary depending on your current
logged-in status, for example, whether you are currently accessing the Admin area or the Home
page. In the following illustration, the left image shows the options available via the Home page,
the right image shows the options available via the Admin area:

Welcome, Matthew Welcome, Matthew

Admin Home

My Profile My Profile

Help Help
Licensing
Logout

The following describes the options available on the Welcome button drop-down menu, and the
situations in which the options appear.

 Admin - Accesses the Admin area. This option appears only if you are not currently accessing
the Admin area.

« Home - Accesses the Home page. This option appears only if you are currently accessing the
Admin area.

My Profile - Accesses the My Profile page. This option appears only if you are not currently
accessing the My Profile page.

o Help - Opens the Shield Guard online help in a new window.
« Licensing - Accesses the Licensing page. This option appears only if:
o You are currently accessing the Admin area.

o You have selected a tenant (required only if you have access to multiple Shield Guard
tenants).

o You have License Plan Management permission for the current tenant.

e Logout - Logs you out of the portal.
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Page Elements

» Navigation pane - Provides links to the pages available to display in the Content area. The
Navigation pane is collapsible. Use the Expand/Collapse Menu button.

« Information bar - Appears near the top of most pages in the portal. This bar displays the
name of the page currently appearing in the Content area. If applicable, the bar displays a
count of the items available to display in the Content area as well as a Search field you can
use to filter the list of items that display on the page, for example, if the list is long.

+ Content area - Displays the page currently selected in the Navigation pane.

The following illustration shows the Devices page:

@ SHIELD GUARD = ABC Company s Welcome,

& m Devices Total Devices: 10 Not Secure Devices: 3 Q 1
Sl Foices Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.
i Uses
B Ve Export Admin Passwords Create Device Group
B  Logs
@€  Reports
3 Not Grouped Devices: & ~ Collapse
SE  Settings
[m] Name Security Status Policy Name Last Assessment Local IP Serial Number
First Flaor - Lobby . _ .
a QQ offline Policy 2 3/17/2023, 8:08:53 AM 10.15.21245 AG1F011000003 ¢ = B’
bizhub 287 X < ! ' > g o W
Warehouse U : - oY
(] E [— Q) NoPolicy - — 101521260 AB1F011000013 e = & 0
0 E bizhub 364e @ Secure Poliey 2 /1712023, 9:00:53 AM 10.15212.44 A61F011000005 e = & 0
O i bizhub 4052 @ Not Secure Policy 2 /1712023, 9:00:53 AM 101521258 AB1F011000009 e = & @
(] E bizhub 4750 @ Secure Policy 2 3/17/2023,9:00:52 AM 10.15.212559 AG1F011000011 e = & 0
T Rowsperpage: 5~  1-50f6 > sl

Navigation pane  Information bar Content area

Footer Bar

The Footer bar appears at the bottom of all pages in the Shield Guard Portal. See the following
illustration:

Contact Us | Cookie Settings | Privacy | Terms and Conditions | EULA © 2023 Konica Minolta, Inc.

The Footer bar contains links to the following:

» Contact Us - Opens the MarketPlace Contact page in a new window.

+ Cookie Settings - Accesses the Cookie Settings window, where you can view a list of web
cookies used on the Shield Guard site.

« Privacy - Accesses the Privacy Policy page on the Shield Guard Portal.

« Terms and Conditions - Accesses the Terms and Conditions on the Shield Guard Portal.
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o EULA - Accesses the End-User License Agreement page (EULA) on the Shield Guard Portal.

Dashboard Page

The Dashboard page displays an overview of the security statuses of the devices in your tenant. At
a glance, you can view the following:

e A list of alerts and incidents.
* The overall security status of your fleet of devices.
o The security status of individual devices in your fleet.

In addition, the Dashboard page includes several clickable options that provide direct access to
additional security information on your tenant devices.

The Dashboard page appears in the following illustration:

. MG NRO0001622-SGENNFR ‘Welcome, Matthew

Fleet Status

50% 25% l 0% 25% l 0%

0

Secure Naot Secure No Pelicy Not Assessed Offline

Alerts & Incidents Fleet Status at a Glance

Secure
No Policy

Offiine

Device Device Status ‘ All |
Device 2 210 i e —————————
Nome Security Status Policy Name Duration Net Secured 1
Device
. 01101 bizhub C4000i 0 Not Secure Shipping Today
bizhub C287 @ secure Shipping — |
Device i
- bizhub 287 Q) not Assessed Executive — b
'
bizhub 4052 @ seare Executive —

Device

Device 1
Device C300i (AA2K011010707) did no

Rows perpage; 5 7 1-40f4

The Dashboard page consists of the following areas of information:

Fleet Status
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This panel displays a donut graph for each of Shield Guard’s security statuses. Each time Shield
Guard performs a security assessment on a device (as determined by the heartbeat sync
frequency specified for the security policy), a security status is assigned to the device based on
the assessment. The donut graphs show the percentage of devices in the tenant that were assigned
that status in Shield Guard’s most recent security assessment. If you hover your pointer over a
donut graph, a brief description of the security status displays.

Fleet Status

50% 25% ‘ 0% 25% ‘ 0%

0 0
"

Secure Mot Secure Mo Policy Not Assessed Offline

Note: If you select a donut graph, the Device Status table updates to display the devices with
that status.

Fleet Status at a Glance

This panel displays a bar graph for each of Shield Guard’s security statuses. Each time Shield
Guard performs a security assessment on a device (as determined by the heartbeat sync
frequency specified for the security policy), a security status is assigned to the device based on
the assessment. The bar graphs show the number of devices in the tenant that were assigned that
status in Shield Guard’s most recent security assessment. If you hover your pointer over a bar, the
actual number of devices with that status displays.

Fleet Status at a Glance

Secure

Not Secure

No Policy

Not Assessed

Offline

=)
ra
w

Note: If you select “Fleet Status at a Glance”, the Reports page appears showing a pre-filtered
report of device status changes in the last 30 days.

Alerts & Incidents
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This panel lists alerts generated by security policy assessments. The following information displays:

o Alert type - For example, device alerts or user alerts.

e Date and time of incident - The number of days that have elapsed since the incident occurred.
If you hover the pointer over this display, the actual date and time appear.

o Description of the alert - Additional information on the alert. For example, device alerts include
the device name and serial number as well as whether the device passed the security
assessment performed on the day indicated.

Alerts & Incidents

Device Today
Device 4052 (AA1R011012863) did not pass
its policy assessment.

Device Todc
Device C300i (AAZK011010707) did not pass
its policy assessment.

Device Todc
Device 287 (A7AHD19002101) did not pass
ts policy assessment

4 days ago

8002101) did not pass

Device Status

This table lists the current security status of all devices in the tenant. For Not Secure devices, the
Duration Not Secured column lists the date on which the device was assessed as Not Secure. The
table header includes a dropdown menu, via which you can filter the table to display a selected
status.
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Device Status ‘ All ‘

Name Security Status Policy Name Duration Not Secured
bizhub 287 O Not Assessed Executive —
bizhub 4052 0 Secure Executive —
bizhub C287 0 Secure Shipping —
bizhub C4000i o Not Secure Shipping Today
Rows perpage: 5 = 1-40of 4

Note: If you select a row in the table, the Logs page appears where you can view the log event
that initiated the status change for the device.

Remediating Not-Secure Devices

Most Shield Guard settings include an auto remediation option, via which Shield Guard can bring
a setting into compliance without human intervention. If the device does not support auto-
remediation for the setting, or auto-remediation fails to bring the setting into compliance, you will
likely need to access the device and manually update the setting.

To bring “Offline” devices “online” (for example, devices that are powered off or “asleep”), you must
manually power-on or awaken the device to bring it online for Shield Guard to monitor.

Occasionally, you may need to adjust your Shield Guard policy settings to address a failed
assessment. However, over time, most of your remedial action will occur at the device and less on
the Shield Guard Policies page.

Users Page

Use the Users page to view and manage the members of a tenant. The Users page:

Lists the total number of members in the tenant.

Lists the members in the tenant.

Displays information on each member.

Provides options to add, delete, and assign access roles to members.

All users joining a tenant are granted read-only access to the tenant and can download CSV
(comma-separated-value) files (for example, from the Reports page). In addition, authorized
members can assign access roles to selected users, providing the ability to edit certain pages in
the portal, for example the Devices page. The following illustration shows the Users page:
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@ SHIELD GUARD = Welcome, Matthew

Dashboard
&5 Users Total Users: 3 o
Devices

Policies Manage the users in your Shield Guard tenant. View or delete users, assign user roles, and invite new users. Access to functions may be restricted

Add New User

by your role.

Logs

Reports

First Name Last Name Email Date Added -
Settings
11/10/2021, 2:46:44 PM @\‘ ﬁ
5. S o=
D 10/28/2021, 9:53:42 AM &‘ 1]

O 5/12/2021. 2:31:33 PM

Managing the Users Table

The Users table lists the members in your tenant and displays the following information for each
member.

First Name - The member’s first name.

Last Name - The member’s last name.

Email - The member’s email address.

Date Added - The date and time on which the member was added to the tenant.

In addition to the above information, the Users table includes the following:

» A header row where, if you click on a column header, the table sorts by that column. The
column header displaying an arrow (up or down) indicates the current sort criteria and sort
order (ascending or descending).

» Selection boxes you can use to select users on which to perform an action. Selection boxes
appear on the left side of the Users table.

o To select one user at a time, click on the selection box in the row containing the user.
o To select all users in the tenant, click on the selection box in the table header.

e Action icons providing access to the functions you can perform on a user, for example the
Remove User function. If you click on an Action icon in the Users table, you access the function
directly. See the following illustration:
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@ SHIELD GUARD = R————

Dashboard
#} Users Total Users: 3 —
Devices

Policies Manage the users in your Shield Guard tenant. View or delete users, assign user roles, and invite new users. Access to functions may be restricted

by your role.
Add New User

Logs

Reports

First Name Last Name Date Added

Settings

11/10/2021, 2:46:44 PM
; e -
O 10/28/2021, 9:53:42 AM %‘ w

O 5/12/2021, 2.31:33 PM

o A Bulk Action panel that appears when you check one or more selection boxes. All available
Action icons appear in the panel, and if you click on an Action icon, the function is applied to all
selected users. In the following illustration, two items in the table have been selected, the Bulk
Action panel appears on the right, and the available actions appear in the panel:

' SHIELD GUARD = ABC Company 'S Y—

Dashboard
A g‘ U sers Total Users: 9 Q s
Devices

Policies Manage the users in your Shield Guard tenant. View or delete users, assign user roles, and invite new users. Access to functions may be restricted
by your role.

el

Add New User

Logs

Reports

2 selected
First Name

Last Name Date Added
Settings

& Modify User Roles

John Smith jsmith@example.com 3/19/2021, 2:0]

-
[ Remove

Katherine Pryde kpryde@example.com

|:| Hank McCoy hmeccoy@example.com 3/19/2021, 9:0]

Eric Brooks ebrooks@example.com

D Reed Richards rrichards@example.com 3/19/2021, 9:0)

O Sean Sullivan ssullivan@example.com 3/19/2021, 9:0)

Users and Roles

All users must have a MarketPlace account before they can join (or create) a tenant. The user who
creates the tenant is the tenant owner. The tenant owner has full access within the Shield Guard
Portal. All other users must be invited to join the tenant via the Add New User button. As part of
the invitation process, users can be granted one or more access roles permitting them to modify
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features/functions within the Shield Guard system. Users with no assigned roles are restricted to
read-only access and cannot modify any settings on the portal.

Note: A tenant owner’s access roles cannot be modified by other users, and the tenant owner
cannot be deleted from the tenant. To transfer the tenant owner’s license to another user account
(for example, if the tenant owner leaves the company), contact your Shield Guard support
representative.

In addition to granting access roles to new users via the Add New User process, existing users’
(tenant members’) access roles can be modified via the Users table on the Users page. Only users
with the User Management role can grant or modify user roles in the Shield Guard system. The
following user access roles are available:

» Device/Policy Management - Users can:
o Add/edit/remove devices.
o Create/apply/edit security policies for devices in the tenant.
e User Management - Users can
o Add/remove users.
o Assign/unassign user roles in the tenant.
o License Plan Management - Users can
o Access the Licensing page to view and/or modify the license plan.
o Edit the name and the Tenant Vault Key Management setting of the tenant via the

Settings page.

Adding a New User

To add a new user to the tenant, use the Add New User button to send an invitation. You can send
user invitations either by email or by generating a link and sending it to the recipient. As part of the
invitation, you can grant one or more access roles to the user. User invitations are valid for 7 days.
Once the invitation is accepted, the user will appear on the tenant’s Users page.

Note: Only users with the User Management role can access the Add New User button.
Do the following:

1. On the Users page, click on the Add New User button. The Add New User window appears.
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Add New User

By email By link

new_use F@ aoc.org

Roles

By default, all users are granted read-only access to the
tenant. To assign roles to the user, check one or more boxes
below.

[] Device/Policy Management

o
.M

&

iT

User Management

el =T = o hd- MR R
~O0Temaove Users. MOOImy USErs roies

License Plan Management

the license plan and/for the tenant name.

| understand this user may be able to view sensitive
information such as device passwords. * Required

INVITE

2. Specify the method by which to invite the user and the access roles (if any) you want to grant
to the user. You have the following options:

o By email - Send an email using your local default email account. The email contains a link
that, when clicked on, adds the user to the tenant. Do the following:

1. Click on the By email tab. The User field and the available access roles appear.

2. In the Roles area, check the box next to the access roles (if any) you want to grant to
the user.
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3. In the User field, enter the user’'s email address. Once the field contains a valid email
address, the Invalid email address message disappears.

4. Check the box at the I understand... field. Once you check this box and the User
field contains a valid email address, the INVITE button activates.

5. Click on the INVITE button. Your default email app opens, displaying the email you
just created.

6. In your default email app, send the email.
o By link - Generate a link you can copy and send to the user. Do the following:

1. Click on the By link tab. The Invitation link field and the available access roles
appear.

2. In the Roles area, check the box next to the access roles (if any) you want to grant to
the user.

3. Click on the GET LINK button. The link appears in the Link field and is copied to your
clipboard.

4. Access the app you want to use to send the link and paste the link into the message
you want to send. Include any information you want to provide to the recipient, for
example that the invitation will expire in 7 days.

Modifying User Roles

To modify one or more users’ access roles, do the following:

1. Check the selection box in the Users table for each user whose roles you want to modify. The
Bulk Action panel appears.

Note: If you select multiple users, you must assign the same set of roles to each user.

2. Click on the Modify User Roles icon. The Modify User Roles window appears.
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Modify User Roles

By default, all users are granted read-only access to the
tenant. To assign roles to the user, check one or more boxes
below.

Devices/Policies Management

B User Management

] License Plan Management

meE remiiaet liremea farmminotiom

3. The Modify User Roles window displays the existing roles for the selected user(s). Note the
following:

o A checked box indicates the role is currently assigned to all selected users.

o A grey box enclosing a white bar indicates an indeterminate (mixed) state for the role with
regard to the selected users. That is, some of the selected users are assigned the role,
some are not.

o An empty box indicates the role is not currently assigned to any of the selected users.

4. Make any modifications to the set of roles you want to assign to the selected user(s). Note that
if any of the selection boxes are in a mixed state, you cannot save your changes.

5. Once all boxes are in a valid state, the SAVE button activates. To preserve your changes, click
on this button. To abandon your changes, click outside the Modify User Roles window.

Deleting a User

To delete a user, click on the Delete icon associated with the user in the Users table.
To delete multiple users, do the following:

e Check the selection box for each user you want to delete from the tenant. To select all users,
click on the selection box in the header row of the Users table.
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» Once you select one or more users, the Bulk Action pane appears. Click on the Remove icon in
the pane. The selected users are removed from the tenant.

Note: Tenant owners cannot be deleted from the tenant. Thus, the Delete icon is inactive for the
tenant owner.

Settings Page

Use this page to configure settings for the current tenant, including tenant vault management
options. See the following illustration:

' SHIELD GUARD = NR000D1605-SGENNFR a Welcome, Matthew

Dashboard

1
v

3= Settings

Pol Manage your Shield Guard tenant. You can edit the tenant name, enable/disable notifications, and specify the method by which tenant members will manage their Shield Guard vault key.
olicies

Note: Access to functions may be restricted by your role.

Users

Logs Tenant

Reports

NRODD01605-SGENNFR

Policy and Device Status Notifications

[0 Send email notifications to your MarketPlace email address after each device assessment, and every 24 hours thereafter, for each device with a status of "Not Secure", "Offline", or "Not Assessed".

Tenant Vault Key Management @

Shield Guard provides two methods for vault key management in a tenant: Decentralized and Centralized. For highest security, tenant admin can require tenant members ta use the Decentralized method only.

Choose one of the following options for vault key management in this tenant.

() Decentralized Key Management
Require tenant members to use Decentralized Key Management method.

(@ Centralized or Decentralizes!
Allow tenant members to choose their vault key management method.

Your configuration options are contained in the following sections of the page:

Tenant

An authorized tenant member (any member with the License Plan Management permission) can
use this section to modify the tenant name.

« Name - When you first create a tenant, a default tenant name appears here. Specify a
descriptive name for the tenant.

Policy and Device Status Notifications

To send email notifications to your MarketPlace email address regarding policy and device status,
place a check the box. Otherwise, leave the box blank.
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Shield Guard sends notifications when a device status changes to “Not Secure,” “Offline,” or “Not
Assessed.”

Tenant Vault Key Management

An authorized tenant member (any member with the License Plan Management permission) can
use this section to select a tenant vault key management option for the tenant. The default setting
is Decentralized Key Management.

Note: The Tenant Vault Key Management setting applies to the tenant as a whole. It is distinct from
the “tenant member vault key management method”, which refers to the vault key management
method that must be applied to each individual password vault.

See the following illustration:

Tenant Vault Key Management o

shield Guard provides twao methads for voult key management in a tenant: Decentralized and Centralized. For highest security, tenant admin con require tenant members to use the Decentralized method only.

Choose one of the following options for voult key management in this tenant.

O Decentralized Key Management
Require tenant members to use Decentralized Key Management metheod.

@ Centralized or Decentralized
Allow tenant members to choose their vault key management method

» Decentralized Key Management - Require users connecting to this tenant to use
Decentralized Key Management. If you select this option, tenant members are restricted to the
Decentralized method.

 Decentralized Key Management or Centralized Key Management - Allow users to
choose their vault management method. Users have the option to select either Decentralized
or Centralized key management.

Note: If you change the Tenant Vault Key Management selection to Decentralized Key Management,
any tenant members or pending members who use the Centralized method will be restricted from
the tenant. Tenant members using the Decentralized method at the time of the change can
continue to use their current vault and key.

Shield Guard sends an email with this information to each restricted member, and also posts a
banner in each tenant member’s portal indicating they are currently restricted from the tenant. The
banner includes a link to the My Profile page, where the Modify My Vault Key Management window
appears and the tenant member can change their vault management method to Decentralized and
create a vault master key.
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Managing Devices

Overview of Devices

Shield Guard monitors the security settings of supported Konica Minolta MFPs (multi-function
peripheral devices) and SFPs (single-function peripheral devices) on which the Shield
Guard Agent is installed. Installing and launching the agent on a device makes the device
available for import into a tenant via the Shield Guard Portal’s Devices page. Devices in a tenant
can be assigned a security policy. Once a policy is assigned to a device, security monitoring of the
device can begin.

On the Devices page, privileged users can:

+ Import devices into the tenant.

» View a list of issues for a Not Secure device.

 Export Admin Passwords to a CSV (comma-separated-value) file.
« Create device groups in which to organize devices.

« Assign a security policy to a device or a device group.

« View a list of devices in the tenant, including their security information.

To access the Devices page, click on Devices in the Navigation pane. See the following
illustration:

' SHIELD GUARD = Jr— A Welcome,

m Total Devices: 10 Not Secure Devices: 3 Q 1

Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.

Policies
Users . " 2
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Logs
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Notes:
e Each device with Shield Guard installed must have the Password Change Permission setting
set to “Allow” at the device.
o The first time you access this page in a session, Shield Guard prompts you to unlock the

password vault.

Importing Devices

For Shield Guard to monitor a device, you must first import it into a tenant. To import one or more
devices into the tenant, click on the Import Devices button.

Welcome,

@ SHIELD GUARD = ABC Company

Dashboard
[ Devices Total Devices: 10 Not Secure Devices: 3 Q < 1

Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.

Policies
Logs
The Import Devices from MarketPlace window appears:
82 /140
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Import Devices from MarketPlace

= Available Devices D Selected Devices
1/5 selected 0/0 selected

Sl oo 08 (0559

o O O 0O

Second Floor - Dev (CERB)

The Available Devices panel lists all devices for which the following is true:

e The Shield Guard Agent is installed and has been launched at least once.
e You have administrative privileges.

Note: Any devices already assigned to another tenant (whether by you or another user) appear
dimmed and are not available for selection.

To import devices, do the following:

1. In the Available Devices panel, click on the selection box next to each device you want to add
to the tenant. To select all available devices, click on the box in the panel header.

2. Once you select a box, the > button between the panels activates. When you have selected all
the devices you want to add, click on the > button. The devices appear in the Selected Devices
panel and the Import button activates.
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3. To remove one or more devices from the Selected Devices panel, click on their associated
boxes and then click on the < button. The devices return to the Available Devices panel.

Note: To exit the Import Devices from MarketPlace window without adding any devices, click
outside of the window at any time.

4. When the Selected Devices panel contains all the devices you want to add to the tenant, click
on the Import button. You return to the Devices page, and the device(s) appear in the Devices
table.

Note: Adding a device to a tenant requires a device license. If sufficient licenses are not available
to fulfill your request, an error message appears. All available licenses are assigned, and you can
purchase additional device licenses for any devices that were not imported.

Creating Device Groups

Use device groups to organize the devices in your tenant. A device can belong to only one device
group at a time. Once you create a device group, you can use the Move to Device Group option
to add devices to the group.

To create a device group, click on the Create Device Group button.

@ SHIELD GUARD = ABC Compony " Welcomne,

Dashboard

B Devices Total Devices: 10 Not Secure Devices: 3 Q se ]
Policies Manage the devices In your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role. \
Uz Import Devices Export Admin Passwords Create Device Group

Logs

The Create a Device Group window appears:
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Create a Device Group

MNone -

In the Create a Device Group window, do the following:

1. Name - Enter a descriptive name for the group.

2. Policy - To assign a policy to the device group, click on the drop-down. Select a policy from the
list that appears. The selected policy appears in the field. To assign no policy to the device
group, select “None”.

3. Create - Once you specify a name for the group, this button activates and you can click on it
to create the group. You return to the Devices page where a table appears for the new device
group. You may have to scroll the page to see the table. To add devices to the group, find the
device table containing the devices you want to add and use the Move to Device Group
option action option.

Note: To exit the Create a Device Group window without creating any device groups, click
outside of the window at any time.

Moving Devices to a Device Group

To move one or more devices into a device group, use the Move to Device Group button.

All devices moved into the device group assume the group’s assigned security policy. If no policy
has been assigned to the group, the moved devices assume an Unassigned status.

1. Access the Move to Device Group window by doing one of the following:

a. To move a single device into a device group, click on the associated Move to Device
Group button in the Devices table. See the following illustration:
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b. To move multiple devices into a device group, check the selection box for each device.
The Bulk Actions panel appears. Click on the Move to Device Group button in the panel.

2. When you click on the Move to Device Group button, the Move to Device Group window

appears. See the illustration below:

Move to Device Group

Dievice Group

HQ Building 101

MOVE

3. Using the Device Group field, click on the drop-down and select the device group into which

you want to move the selected device(s).

4. Click on the Move button. You return to the Devices page, and the device(s) are now grouped

within the specified device group.

Modifying a Device Group

To modify a device group, click on the Edit button ( ‘_4*/‘* ) located above the device group table. The

Modify Device Group window appears. See the following illustration:
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Modify Device Group

HQ Building 101

Policy 2 -

Use the Name field to edit the group name. Use the Policy field to assign a different security policy
or no policy. If no policy is currently assigned to the device group, you can assign a policy to the
device group.

Assigning a Policy to Devices

Users can assign a security policy to one or more ungrouped devices, or to all devices in a device
group.

Note that when you assign a policy to a device, all toggled on settings in the policy (and their
remediation capabilities, if any) are applied to the device beginning with the first heartbeat
sync. This can affect the settings of other devices to which the policy is assigned or, if the device is
in a device group, other devices in that group.

For example, if you assign a policy for which Random Password Generation is toggled on, Shield
Guard will generate a random password and assign it to both the device and any other devices
covered by that policy.

Single, Ungrouped Devices

Do the following:

1. In the Not Grouped device table, click on the associated Assign Policy button. The Assign
Policy window appears.

2. Using the Policy field, click on the drop-down and select the policy you want to assign to the
selected device. See the illustration below:
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Assign Policy

South Wing v

ASSIGN

3. Click on the Assign button. You return to the Devices page, and the Policy Name column
updates for the selected device.

Multiple Ungrouped Devices

Do the following:

1. In the Not Grouped device table, select the devices to which you want to apply the policy. The
Bulk Action panel appears.

2. In the Bulk Action panel, click on Assign Policy. The Assign Policy window appears.

3. In the Assign Policy window, click on the Policy field drop-down and select the policy you want
to assign to the selected devices.

4. Click on the Assign button. You return to the Devices page, and the Policy Name column
updates for the selected devices.

Devices in a Device Group

Do the following:

1. Above the device group’s table, click on the Edit icon ( ‘_/,}’ ). The Modify Device Group window
appears.

2. In the Modify Device Group window, click on the Policy field drop-down and select the policy
you want to assign to the devices in the device group. See the following illustration:
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Modify Device Group

South Wing

FPolicy

Advanced Policy -

MODIFY

3. Click on the Modify button. You return to the Devices page, and the Policy Name column
updates for the selected devices.

Viewing and Maintaining Devices

The Content area of the Devices page contains one or more tables listing the devices in the
tenant. The Information bar lists the total devices in the group and the number of those devices
whose security status is Not Secure. The bar also contains the Search field you can use to filter
the list of devices that appear in the device tables.

When you first create a tenant, all devices (if any) in the group appear in a single, unnamed table.
Once you begin adding device groups, associated device tables are added to the page. All devices
currently assigned to a device group appear in their associated table. All devices not currently
assigned to a device group appear in the “Not Grouped” table located near the top of the page,
above the device group tables. Note that the Not Grouped table appears only if one or more devices
in the tenant are not currently assigned to a device group.

For each device table, information appears above the header bar, for example group name and
device quantity. To collapse the table to make room on the page for other tables, click on the
Collapse button. To expand a collapsed table, click on the Expand button.

The following illustration shows a portion of the Devices page. Note the following:

» The Title bar indicates the current tenant is the ABC Company.
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o« The Information bar indicates the tenant contains a total of ten devices, three of which are
currently assessed as Not Secure.

o Six of the devices belong to the Not Grouped table. Five are visible in the illustration. The
sixth device could be viewed by viewing the next page in the table (by clicking on the
right arrowhead on the table footer).

o Three of the devices appear in the HQ Building 101 device group table.
o One device does not appear due to space limitations in the illustration.

' SHIELD GUARD = ABC Compuny A Welcome,

m Devices Total Devices: 10 Not Secure Devices: 3 Q 1

Manage the devices in your Shield Guard tenant. View security statuses, assign policies, group devices, and more. Access to functions may be restricted by your role.

Policies

Use
e import Devices [l Export Admin Passwords Create Device Group

Logs

Reports

Not Grouped Devices: 6 ~ Collapse
Settings
[m] Name Security Status Policy Name: Last Assessment Local IP Serial Number
First Floor - Lobby - -
O v Q offine Policy 2 3/17/2023, 8:0853 AM 101521245 AG1F011000003 e == & O
bizhub 287 X : * £
Warehouse _ -~
[m] [l R Q No Palicy - — 10.1521260 AB1FO11000013 e = B O
m] El bizhub 364e @ Secure Palicy 2 3/17/2023, 9:00553 AM 10.15.212.44 AG1F011000005 e = B ﬁ
] r bizhub 4052 @ NotSecure Palicy 2 3/17/2023, 9:00553 AM 1015.21258 AG1FO11000009 e = & O
] El bizhub 4750 @ Secure Policy 2 3/17/2023, 9:00553 AM 101521259 AG1FO11000011 e == & O
Rowsperpage: 5+  1-5af6 >3l
HQ Building 101 Devices:3  Policy: Policy 2 V] ~ Collapse
Name Security Status Policy Nome: Lost Assessment Local IP Serial Number
Third Floar - Lobby . . _ .
O r R @ Secure Policy 1 3/17/2023, 30053 AM 101521261 AB1F011000015 = B8 @
First Floor - Lab o . ) = i
(] . @ Motsecure Policy 1 3/17/2023, 3:00:53 AM 10.15212.43 AB1F011000007 = B O
] El bizhub C300i ) NotAssessed Policy 1 - 10.1521262 AB1FO11000017 ENN ]

Device Information

The device tables show the following columns of information for each device in the table:

« Name - The device name displays here. The default device name is the device model, but the
default name can be user-defined via the MarketPlace site on the Devices page.

o Security Status - A device’s security status updates each time Shield Guard performs a
security assessment. For each device in the table, one of the following security statuses
appears:

° @ No policy assigned - The device has been added to the tenant, but no security policy
is currently assigned to the device.

o 9 Secure - The device is compliant with the assigned security policy. All security
settings are currently assessed as Secure.
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o o Not Secure - The device is not compliant with the assigned security policy. One or
more security settings is currently assessed as Not Secure.

o O Not Assessed - A policy has been assigned to the device but the device has not yet

been assessed by Shield Guard. The device will be assessed the next time the Shield
Guard Agent communicates with the Shield Guard Portal.

o G Offline - The Shield Guard Agent’s most recent attempt to communicate with the
Shield Guard Portal was unsuccessful. Any of the following could prevent communication:

= The device is powered off.

= An issue with the agent.

= An issue with output internet connectivity from the device.

= Any other issue preventing the agent from establishing a connection.

Note: While a device may show an Offline status, the Shield Guard Agent continues to

enforce the latest security settings defined in the assigned policy, including any security
settings set to auto-remediation.

Note: For a Not Secure device, select the Not Secure icon to view a list of the issues causing
the device to fail its policy assessment.

m Devices Total Devices:2  Not Secure Devices: 1

bizhub C287 — Issues

Manage the devices in your Shield Guard tenant. View security stat
Security Setting Policy Value Device Value Device Limitation

Auto Decument Deletion 7 days Disabled This device does not support auto-remediation for this setting.

OK

Not Grouped Devices: 2

Security Status

O n bizhub C300i @ Ssecure

Policy Name

Second Floor East

bizhub C287

O E bizhub €287 o Not Setu& Second Floor East

« Policy Name - The name of the assigned security policy (if any) displays. To apply a policy to

the device or change the policy currently assigned to the device, click on the Assign Policy
button.

» Last Assessment - A timestamp indicating the last time any of the following occurred for the
device since the previous assessment:

o The agent performed a self-check on the device, as determined by the Check MFP local
settings frequency setting in the policy.

o A security policy was assigned to the device.
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o One or more settings in the device’s security policy were updated via the Shield Guard
Portal.

o One or more settings on the device were updated, corresponding to toggled on policy
settings on the device’s assigned policy. The agent ignores changes to any device settings
for which the corresponding policy setting is toggled off.

o The device’s security status changed, for example from Secure to Not Secure because the
Password Security Duration time period expired without a change to the device password.

e Local IP - The local IP address for the device displays.

» Serial Number - The device’s serial number displays.

Device Actions

For each device on the Devices page, action icons are available such as Assign Policy. You can apply
actions to a device individually, to devices in bulk, or to a device group.

The following illustration shows the action icons available for not-grouped devices:

Devices: 6

Serial Number

Security Status Last Assessment

First Floor - Lobby ) . -~ ) )
b 267 Q offline Policy 2 /1772023, B:08:53 AM 10.15.21245 ABLFO11000003

Warehouse

bizhub C287 Q Ne Policy — — 10.15.212.60 AB1F011000013

bizhub 4052 o Not Secure Palicy 2 3/17/2023, 9:00:53 AM 10.15.21258 AB1F011000009

O n bizhub 364e o Secure Palicy 2 3/17/2023, 9:00:53 AM 101521244 AG1F011000005

bizhub 4750 o Secure Palicy 2 3/17/2023, 9:00:53 AM 10.15.21259 AG1F011000011

Rows perpage: 5« 1-50f6

Action Options
The following options are available for devices in a table:

. Selection Boxes - To select one or more items on which to perform an action, check the

box for each item. To select all devices in the Devices table, check the box on the table header.
To de-select a box, click on the box again.

When you check a box, the Bulk Actions panel appears to the right of the table displaying
the number of items currently selected and any actions that can be performed on multiple
items simultaneously. To perform an action on all selected items, click on an action. If you click
on the X in the Bulk Actions panel, no actions are performed, you return to the Devices table,
and all items are de-selected. See the following illustration:
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2 selected

Assign Policy
Name Security Status Policy Name Last Assessment Local IP Serial Number

M Group
First Floor - Lobby .
bl Q offine Policy 2 3/17/2023, 8:08:53 AM 101521245 A61F011000003 .
bizhub 287 Remove from Shield Guard

Warehouse
bizhub C287

a

o T

o T

E bizhub 364e e Secure Palicy 2 3/17/2023, 9:00:53 AM 10.15.212.44 A61F011000005
o T

[

@ No Policy — — 10.15.21260 A61F011000013

bizhub 4052 o Not Secure Policy 2 3/17/2023, 9:00:53 AM 10.15.21258 A61F011000009

bizhub 4750 e Secure Palicy 2 3/17/2023, 9:00:53 AM 10.15.21259 A61F011000011

g Assign Policy - To assign a security policy to a device, click on this button. The Assign
Policy window appears. Click on the drop-down menu and select a policy from the list that
appears.

=4 Move to Device Group - To move the device to a device group, click on this button. The
Move to Device Group window appears.

ﬂ'} View Admin Password - To view the admin password for the device, click on this button.
The View Admin Password Window appears.

ﬁ Remove from Shield Guard - To remove the device from the tenant, click on this button.

In the window that appears, click on Remove. The device is removed from the group and is now
available for selection in the Import Devices from MarketPlace window where you can it
add to a tenant. To return to the Devices page without removing the device, click on the
Cancel button.

:./‘7* Edit - Accesses the Modify Device Group window. Available only for device groups.

Viewing the Admin Password

To view the admin password for a device, click on the associated View Admin Password button
in the Devices table. The View Admin Password window appears, displaying the admin password for
the selected device. See the following illustration:

View Admin Password

mock-password-A797011000007 |_|—_‘|
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To copy the password to the clipboard, click on the Copy button next to the Device Password
field.

Admin Password Unknown

If the View Admin Password button is inactive, you cannot view the password on this page. The
“Admin password unknown” message appears when you hover the pointer over the button,
indicating Shield Guard is out of sync with the device’s admin password.

For Shield Guard to access and display the admin password for a device, the following must be true:

* A security policy must be assigned to the device.
« The Admin Password Configuration setting must be toggled on for the policy.

e The admin password stored in the Shield Guard Agent must match the device’s admin
password.

Note: Once the above is true for the device, the device admin password will be accessible after the
next heartbeat sync occurs and you refresh the page.

Applying an Action to an Individual Device

To apply an action to an individual device, click on the action icon in the associated row. You can
also check the selection box on the left side of the table and select an action from the Bulk
Actions panel. Once you select an action, a pop-up window will appear in which you can perform
the action.

Applying an Action to a Device Group

For devices in a device group, a slightly different set of options is available than for un-grouped
devices. Like un-grouped devices, each device in the group has a set of action options. However,
additional action options are available above the table header. These are device group actions. The
following illustration shows the action icons available for the device group “HQ Building 101":

HQ Building 101 Devices:3  Policy: Palicy 2 ~ Collapse
e a

Third Floar - Lobby
D r h"*“\th ,.SZ; oan 9 Secure olicy 3/17/2023, 3:17:34 PM 10.15.212.61 AB1F011000015
First Floor - Lab
O n b 36t @ Not Secure Palicy 1 3/17/2023, 3:17:34 PM 10.15.212.43 AG1F011000007
O n bizhub C300i 10 Not Assessed Policy 1 - 10.15.212.62 AB1FO11000017

Device group actions apply an action to all devices in the device group. The following actions are
available:

. ‘,_/ﬁ Edit - Accesses the Modify Device Group window.
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. ﬁ Delete - Deletes the device group.

Exporting Device Admin Passwords

To export the current tenant’s device admin passwords to a CSV file, use the Export Admin
Passwords button. For example, you can use the CSV file for archival purposes or for use outside
of Shield Guard.

If Shield Guard can find admin passwords for one or more devices in the tenant, this button is
active. If you click on it, a CSV file downloads immediately to your local drive. If no device admin
passwords are found, the button is inactive.

The exported file contains the following information for each device in the tenant:

¢ Device name
o Device serial number

» Device admin password (if known by Shield Guard)
Managing Policies

Managing Security Policies

To create and maintain Shield Guard security policies for your tenant, click on Policies in the
Navigation pane. The Policies page appears in the following illustration, showing three custom
policies and the two sample security policies:

@ SHIELD GUARD = Rm——
Create New Policy

[m} Name Last Modified

00 Public User Policy 5/27/2022, 10:46:05 AM e e /0O
a Executive Policy 5/27/2022, 10:45:17 AM e & f [n} @
] South Wing Policy 5/24/2022, 5:18.07 PM e o &\\ s ﬁ
O  Stondard Policy 11/30/2021, 12:08:06 PM e e 2 0O i
O  Advanced Policy 11/20/2021, 12:07:45 PM e o /7 0@

The Policies page provides access to the security policies in your tenant. Each individual policy is
capable of monitoring security settings for supported Konica Minolta MFPs (multi-function
peripheral devices) and SFPs (single-function peripheral devices), and each policy is fully
customizable. In addition, most policy settings include an Automatic Remediation option to
automatically bring the device’s corresponding setting into compliance with the policy setting.
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Note: Shield Guard supports all bizhub Standard and Platinum device security settings, as well
as select Ultimate settings.

About Security Policies

Shield Guard security policies enable you to remotely monitor and maintain the security settings for
any device in a Shield Guard tenant. You access the tenant and its security policies via the Shield
Guard Portal. Each tenant can contain an unlimited number of security policies and devices.

Each Shield Guard security policy contains the same list of settings - settings that correspond to the
security switches available in Konica Minolta devices. You customize your policies via the Monitor
column in the Security settings tables. You toggle on the policy settings you want Shield Guard to
monitor, and toggle off the policy settings you want Shield Guard to ignore. In the following
illustration, the Auto Document Deletion setting has been toggled on, and is awaiting the user to
specify the frequency at which to delete documents.

= MG NR0O0O001622-SGENNFR Welcome, Matthew
@ SHIELD GUARD

(>  Dashboard Standard Settings

This section contains the bizhub SECURE Service security settings monitored by Shield Guard.

Security Settings Additional Options Automatic Remediation

Admin Password Configuration
» Specify your preferences for generating new device admin

Devices

i
o

Users

Logs Remediation Available

passwords, and the frequency at which yeu want devices to

Reports update with new admin passwords

Settings Default Admin Password Check
» Monitors if the device admin password has been changed from the
default.

Password Rules
» Monitors if the Password Rules setting has been enabled on the
device

Auto Document Deletion
. Menitors if the period specified on the device for the document Frequency - Automatic Remediation
auto-deletion matches the desired period

Encrypted PDF Deletion
» Monitors if the period specified on the device for encrypted PDF
auto-deletion matches the desired period

For each policy setting you toggle on, Shield Guard compares the setting with the device’s
corresponding setting. If the policy setting matches the device’s setting, Shield Guard assesses that
setting as compliant. If Shield Guard assesses all device security settings as compliant with the
policy, the device receives a security status of Secure.

If Shield Guard assesses one or more device settings as not compliant with the policy, the device
receives a status of Not Secure. The Dashboard and Devices pages display a Not Secure status
for the device, and the Logs page lists the individual settings assessed as Not Secure.

Once you assign a security policy to a device (or device group), Shield Guard can begin
remote monitoring of the device(s). Once assigned, the policy runs continuously, communicating
with the Shield Guard agent at user-defined intervals. The agent queries the portal for the
current policy settings, then compares the device’s settings with the policy’s corresponding
settings. If any issues are found, the portal updates with the information so you can take corrective
action.

Notes:
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o For the Shield Guard agent to communicate with the Shield Guard Portal (and the portal to
communicate back to the agent), the agent must be running. The agent launches
automatically when the Shield Guard screensaver is active on a device.

* Any changes you make to settings in a security policy are applied at the first server
heartbeat sync that occurs after the Shield Guard screensaver launches.

e To help you get started, Shield Guard includes two sample security policies. You can use
these policies in any way that meets your needs.

Device Restrictions

Shield Guard supports all bizhub devices supported by MarketPlace. However, the functionality
of some Shield Guard policy settings is restricted to newer devices. Note the following:

« Platinum settings are supported only on i-Series devices, with the exception of User
Authentication and Public Authentication, which are supported on all MarketPlace devices.

« Ultimate settings are supported only on i-Series devices on which the LK-116 Virus Scan i-
Option has been installed.

 Automatic Remediation is supported only on i-Series devices, with the exception of Admin
Password Configuration, for which automatic remediation is supported on all MarketPlace
devices.

e Due to device limitations, devices using microSD cards do not support all Shield Guard policy
settings.

Sample Security Policies

Shield Guard includes two sample security policies, the Standard Policy and the Advanced Policy.
You can use these policies in any way that meets your needs. The following illustration shows the
Policies page listing the sample policies:

@ SHIELD GUARD = [ v—

}  Dashboard
J
: 5]} Policies fotal Policies: 2 ]
Devices

o Manage the security policies in your Shield Guardtenant. View or edit existing policies, create new policies, assign policies to devices, and more. Access to functions may be restricted by your

role.

Usc Create New Policy
Logs
Reports
Name Last Modified &
Settings
[0  Standard Policy 11/30/2021, 12:08.06 PM e o 2 01
. N -
O  Advanced Policy 11/30/2021, 12:07:45 PM e o /S 0 1

For the sample security policies, all security settings are included, and you have the following
options:

» View a policy’s current configuration.
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« Assign the policy to one or more devices as-is, without modifications.
« Modify the security settings and assign the policy to one or more devices.

 Rename the policy and assign it to devices under the new name, with or without modifications
to security settings.

Notes:

e You can also create a new policy from scratch.

 The Overview topic includes a description of a sample custom policy.

Policies Table

The Policies table lists all policies in the tenant. See the following illustration:

' SHIELD GUARD = [Ir—y—
Dashboard
&3 Policies Total Policies:
Devices
Manage the security policies in your Shield Guard tenant.View or edit existing policies, create new policies, assign policies to devices, and more. Access to functions may be restricted by your role.
U= Create New Policy
Logs
Reports
Name Last Modified &
Settings
[]  PublicUser Policy 5/27/2022, 1046:05 AM e e 2 DO
O  Executive Policy 5/27/2022, 104517 AM ¢ e /2 0O @
[J  South Wing Palicy £/24/2022, 5:18:07 PM e e £ 0O
O Standard Policy 11/30/2021, 12:08:06 PM “ ® %\\ I—D ﬁl
O  Advanced Policy 11/3012021, 12:07:45PM e e 2 0O @

The Information bar at the top of the Policies page contains the following information, fields, and
buttons:

« Page Icon - The icon representing the current page.
-« Page Name - The name of the current page.
+ Total Policies - A running list of the total number of security policies in the current tenant.

o Search - A search filter you can use to restrict the policies displayed in the Policies table to a
string you specify.

« Create New Policy - This button provides access to the Create a New Policy page.

The Policies table provides information on, and action options for, each device, including the
following:

« Name - The name of the policy.

o Last Modified - The date and time at which the policy was last modified.
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« Rows per page - This option appears at the bottom of the Policies table display. Use it to
specify the number of policy rows to display per page. For example, if your tenant contains
many policies, you can specify a large number of policies per page, such as 25. The more
policies per page, the less likely you will have to navigate to another page of policies.

» Previous/Next buttons - If your tenant contains more policies than the number of rows
specified at the Rows per page field, these buttons (next to the Rows per page field)
activate. Use them to navigate to other pages of the policies table.

Action Options in the Policies Table

In addition to information on each policy, the Policies table provides access to action options you
can use to modify a policy and/or apply it to a device. Click on the associated button to access the
action. The following table lists the action options available for each policy.

Action Function
Icon

a_ Assign Policy - Accesses the Assign Policy to Devices window.

©® Show Policy - Accesses the View Policy page.

%\‘ Edit Policy - Accesses the Edit Policy page.

I_D Clone Policy - Creates a copy of the policy and displays it in the Edit Policy page

where you can give the policy a unique name and modify it to suit your needs.

@ Delete Policy - Deletes the policy.

Assigning a Policy to Devices or Device Groups

To assign a security policy to devices or device groups, click on the Assign Policy button for a
policy in the Policies table. The Assign Policy to Devices or Groups window appears. The following
illustration shows the window when the Devices tab is selected:
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Assign Policy to Devices or Groups

Devices Groups
Available Selected
a 2/6 selected o 0/0 selected

First Floor - Lobby (bizhub

l:] 287) Policy 2
Ae1F01 100000 e
L?Ifljlf?,‘ilo_s_z_ ) Policy 2

Policy 2

=3
R
n g
=
Lo
o}
D
=

O

bizhub C666 —

ASSIGN POLICY

In the Available panel, all devices from your MarketPlace account appear, restricted to devices that
have not yet been assigned to a group (whether by you or another user). Do the following:

1. In the Available panel, click on the selection box next to each device to which you want to
assign the security policy. To select all available devices, click on the box in the panel header.

2. Once you select a box, the > button between the panels activates. When you have selected all
the devices you are interested in, click on the > button. The devices appear in the Selected
panel.

3. To remove one or devices from the Selected panel, click on their associated boxes and then
click on the < button. The devices return to the Available panel.

Note: To exit the Assign Policy to Devices or Groups window without selecting any devices,
click outside the window at any time.

4. When the Selected panel contains all the devices you are interested in, click on the ASSIGN
POLICY button. You return to the Policies page. If you now access the Devices page, you can
see the policy you assigned is now listed in the Policy Name column for each device you
selected for policy assignment.

To assign the policy to all devices in a device group, click on the Groups tab and use the same
procedure as described for the Devices tab.

Note: You can also assign a policy to the devices in a group using the Modify Device Group
window on the Devices page.
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Viewing Security Policies

The View Policy page appears when you click on the Show button for a policy in the Policies table. It
displays a read-only version of the selected policy. The following illustration shows the top portion of
a security policy called “Second Floor East”, in which the Default Admin Password Check setting has
been toggled on.

MG NRO0001622-SGENNFR Welcome, Matthew

Second Floor East

Settings for this policy are listed below.

Policy Settings
Specify the frequency of communication between the Shield Guard Agent and the Shield Guard Portal for devices in the policy. 0
The Shield Guard agent continue to enforce the latest security settings defined in this policy, including any security settings set to auto-remediate, even when offline.

Server heartbeat sync frequency Check MFP local settings frequency Offline threshold

Specify how often you want the agent to contact the portal Specify how often you want the agent to run a device self-check. Shield Guard reports a device as offline if it has not received

Changes to assigned policies will be reported to the agent on the Any settings found not to be in compliance with the Shield Guard communication from the MFP after the number of heartbeats configured
device at this frequency. policy are reported to the portal below.

Standard Settings

Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings on
the device. Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.

Monitor Security Settings Additional Options Automatic Remediation

Admin Password Configuration
Specify your preferences for generating new device admin
passwords, and the frequency ot which you want devices to

Remediation Available

update with new admin passwords.

Default Admin Password Check
O Menitors if the device admin password has been changed from the
default

Creating Policies

To create a new, custom security policy, access the Policies page, where you have the following
options when creating a policy:

o Create a new policy from scratch - Click on the Create New Policy button to access the
Create a New Policy page.

 Rename an existing policy - On the Policies page, click on the Edit button associated with the
policy you want to rename. The Edit Policy page appears where you can rename and
otherwise modify the policy to suit your preferences. For example, you can modify and rename
one of the sample policies.

Notes:
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» Not all devices support all Shield Guard security settings. For example, some older devices do
not support some bizhub Platinum Security settings. If you toggle on a setting in Shield
Guard that is not supported on a device, Shield Guard will assess the setting as Not Secure,
causing the device to fail its security assessment. If you toggle off the setting, Shield Guard will
ignore the setting during assessments.

« For devices that do not support automatic remediation, activating automatic remediation on
a setting has no effect.

e The Overview topic includes a description of a sample custom policy.

Creating a New Policy

The Create a New Policy page accesses the policy template, which you use to create a new policy.
The template includes Shield Guard policy settings corresponding with each of the security settings
available in supported Konica Minolta MFPs (multi-functional peripheral devices) and
SFPs (single-function peripheral devices). Each Shield Guard security setting can be toggled
on or off.

Some settings include an Additional Options field. If you toggle on such a setting, the Additional
Options field becomes a required field.

To create a new policy from scratch, access the Policies page and click on the Create New Policy
button. The Create a New Policy page appears:
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Create a New Policy

Please enter a name for your policy and select the security settings you would like to enable.

¢ & RD

1
T

Policy Settings

[
TI

Specify the frequency of communication between the Shield Guard Agent and the Shield Guard Portal for devices in the policy. 0
The Shield Guard agent continue to enforce the latest security settings defined in this policy, including any security settings set to auto-remediate, even when offline.

Server heartbeat sync frequency Check MFP local settings frequency Offline threshold
Specify how often you want the agent to contact the portal. Specify how often you want the agent to run a device self-check. Shield Guard reports a device as offline if it has not received
Changes to assigned policies will be reported to the agent on the Any settings found not to be in compliance with the Shield Guard communication from the MFP after the number of heartbeats configured
device at this frequency. policy are reported to the portal below.
i Tolerance
1 hour - 1 minute - 3

Standard Settings

Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings on

the device. Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.

Meonitor Security Settings Additional Options Automatic Remediation

Admin Passward Configuration
Specify your preferences for generating new device admin

» Remediation Available
passwords, and the frequency at which you want devices to
update with new admin passwords.
Default Admin Password Check

» Meoniters if the device admin passwerd has been changed from the

default.

In the policy template, all settings are toggled off by default. The Create a New Policy page consists
of the following sections:

« Policy Settings

- Standard Security Settings
e Platinum Security Settings
« Ultimate Security Settings

To create a new security policy, take the following steps:

Step 1 - Name your policy

Use the Name your policy field to specify a meaningful name for the policy. This is a required
field.

Step 2 - Specify Policy Settings

Use this section to specify the frequency of communications between the Shield Guard Agent and
the Shield Guard Portal for devices to which the current security policy is assigned. Specify the
following:
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« Server heartbeat sync frequency - Specify the frequency by which you want the agent to
communicate with the Shield Guard Portal to retrieve the latest changes (if any) to the security
policy. The agent stores the latest settings until the next heartbeat sync.

Note: Once you apply this setting to a policy, if you later modify the setting, changes are
applied at the completion of the previously scheduled sync. For example, if the current setting
is 7 days and you change it to 15 minutes, the change will be applied at the next sync (7 days
after the previous sync). Thereafter, syncs will occur every 15 minutes, until you change the
setting again.

» Check MFP local settings frequency - Specify the frequency by which you want the agent
to run a “device check”. A device check records the current status of each of the device's
security settings for which the corresponding policy setting is toggled on (and ignores the
toggled-off settings). If any of the following occurred since the last device check, the agent
notifies the portal:

o One or more settings on the device were modified.
o One or more device settings do not match their corresponding policy setting.

If the agent reports any issues to the portal, the portal runs an assessment of the policy to
determine if any device settings are not compliant with the policy.

o Offline threshold - Specify the number of server heartbeats you want to elapse without a
communication from the agent before Shield Guard reports a device in the policy as Offline. For
example, if you set the heartbeat sync frequency to 5 minutes and the offline threshold
tolerance to 3, then if the agent on a device has not pinged the portal in the last 15 minutes,
the portal assumes the device is offline and assigns that status to the device.

Notes:

o The Shield Guard Agent communicates with the portal only when the Shield screensaver is
active on the device. That is, once the screensaver activates on a device, the agent then
communicates based on your settings here until the screensaver deactivates. For example, if
you set the Check MFP local settings frequency to 5 minutes, then after 5 minutes expires, the
policy will run a check on each device as soon as the screensaver runs on the device. If the
screensaver is running as the 5 minutes expires, the device check begins immediately.

 The Overview topic includes a description of a sample custom policy with a typical
communication frequency configuration between portal and device.

Step 3 - Specify Security Settings to Monitor

Shield Guard policies assess only settings for which monitoring is toggled on in Shield Guard. To
toggle on the settings you want Shield Guard to monitor, use the Monitor column on the Policies
page. Toggle off the settings you want Shield Guard to ignore.

Note: Some devices may not include all settings supported by Shield Guard, and/or not provide an
API that Shield Guard can use to access and assess the setting. Thus, you may configure a policy to
monitor a setting that Shield Guard cannot. When Shield Guard attempts to assess such a setting, a
log is generated.
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Shield Guard Assessments

If a Shield Guard security setting contains additional configuration options, then Shield Guard
assesses each option to determine compliance with the policy. For example, the Auto Document
Deletion setting, when toggled on, includes a requirement to specify a frequency at which to delete
the documents (one hour, one day, etc.). For Shield Guard to assess this setting as Secure, the
frequency specified on the device must match the frequency specified in the Shield Guard policy.

However, if a monitored Shield Guard setting contains no additional options (for example, the
Password Rules setting), then Shield Guard assesses only whether or not the setting is enabled on
the device. If the setting is enabled on the device, Shield Guard assesses it as Secure, and Not
Secure otherwise.

Security Settings Tables

The following sections include the Security Settings tables (Standard, Platinum, and Ultimate).
Each table includes the following columns of information:

o Shield Guard Setting - The name of the Shield Guard setting.

» Functionality at the Device - The functionality of the device setting (when enabled) that
corresponds to the Shield Guard setting.

e Shield Guard Assessment - Shield Guard’s assessment of the setting. Monitoring for the setting
must be toggled on for Shield Guard to assess the device setting.

o Automatic Remediation - Indicates if Shield Guard supports automatic remediation for the
setting. If both the Shield Guard setting and the device setting support automatic remediation,
then Shield Guard can remediate it.

Standard Security Settings

Use this section to configure the Shield Guard Standard Security settings for the current policy. The
Standard Security settings correspond with the bizhub SECURE Service settings supported by the
device. Toggle on all settings you want the policy to monitor. Be sure to configure the additional
options (if any) for the settings you toggle on. Toggle off all other settings.

The following table lists the Standard Security settings as well as descriptions of the device’s
corresponding bizhub SECURE Standard Security settings and how Shield Guard assesses those
settings.

Shield Guard Functionality Shield Guard Assessment Automatic

Setting at the Device Remediation?
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Shield Guard

Setting

Functionality
at the Device

Shield Guard Assessment

Automatic
Remediation?

Admin
Password
Configuration

Default
Admin
Password
Check

Devices have
no
corresponding
setting.
Instead, Shield
Guard can
update the
device’s admin
password
based on user-
defined
settings in
Shield Guard.

Devices have
no
corresponding
setting.
Instead, each
device’s Admin
Password
setting is
initially set to
a default.
Admins can
use this field
to specify their
own password
for the device.

Monitors the admin password on the
device. If due for an update, Shield
Guard assesses the setting as Not
Secure, generates a new password,
sends it to the device, and assesses
the setting as Secure after the next
device assessment.

Monitors the admin password on the
device. If the password has been
changed from the device’s default,
Shield Guard assesses the setting as
Secure.

Note: The Default Admin Password
Remediation setting requires this
setting (Default Admin Password
Check) to be toggled on in order to
remediate admin passwords. Thus, if
you attempt to toggle off this setting
while the Default Admin Password
Remediation setting is toggled on, a
warning message appears with two
options. If you click on OK, both
settings are toggled off. If you click on
Cancel, both settings remain toggled
on. No warning message appears if the
Default Admin Password Remediation
setting is not currently toggled on, or if
you are attempting to toggle on this
setting (Default Admin Password
Check).
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Shield Guard

Setting

Functionality
at the Device

Automatic
Remediation?

Shield Guard Assessment

Password
Rules

Auto
Document
Deletion

Encrypted
PDF Deletion

Imposes
character
requirements
on device
admin
passwords,
whether
generated by
Shield Guard
or specified
manually at
the device. An
example of a
character
requirement is
a minimum
password
length.

Deletes stored
data after a
user-defined
period expires,
including data
stored in
personal or
public user
boxes, and
system boxes.
Not supported
on MicroSD
storage
devices.

Deletes stored,
encrypted
PDFs after a
user-defined
period expires.
Not supported
on MicroSD
storage
devices.

Monitors the Password Rules setting on N
the device. If enabled, Shield Guard
assesses the setting as Secure.

Monitors the Document Delete Time Y
setting on the device. If the time period

specified at the device matches the

Shield Guard policy setting, Shield

Guard assesses the setting as Secure.

Monitors the Encrypted PDF Delete Y
Time setting on the device. If the time
period specified at the device matches
the Shield Guard policy setting, Shield
Guard assesses the setting as Secure.
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Shield Guard Functionality Shield Guard Assessment Automatic
Setting at the Device Remediation?
ID + Print Deletes stored, Monitors the ID & Print Delete Time Y
Deletion secure print setting on the device. If the time period

data in the ID specified at the device matches the

& Print user Shield Guard policy setting, Shield

box after a Guard assesses the setting as Secure.

user-defined

period expires.

Not supported

on MicroSD

storage

devices.
Secure Deletes Monitors the Delete Secure Print File Y
Document documents setting at the device. If the frequency
Deletion stored in the interval specified at the device

Secure Print matches the Shield Guard policy

user box after setting, Shield Guard assesses the

a user-defined setting as Secure.

period expires.

Not supported

on MicroSD

storage

devices.
Temporary Overwrites Monitors the Overwrite HDD Data N
Data stored setting at the device. If enabled, Shield
Overwrite temporary Guard assesses the setting as Secure.

data after it

expires, in

addition to

deleting it,

providing

added security.

Not supported

on i-Series

devices.
Storage Encrypts the Monitors the device’s storage device N
Encryption MFP’s storage (hard drive (HDD), solid-state drive

device. (SSD), or MicroSD). If encryption has

been enabled on the device, Shield
Guard assesses the setting as Secure.
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Shield Guard Functionality Shield Guard Assessment Automatic

Setting at the Device Remediation?
Storage Lock Imposes a Monitors the storage device password N
Password password requirement setting on the device. If

requirement to enabled, Shield Guard assesses the

access the setting as Secure. Hard drive (HDD) or

device’s solid-state drive (SSD) only. MicroSD

storage not supported.

device.

Platinum Security Settings

Use this section to configure the Shield Guard Platinum Security settings for a selected policy. These
settings correspond with the bizhub SECURE Platinum settings on the device. Toggle on the settings
you want Shield Guard to monitor, and toggle off the rest. Be sure to configure the additional
options (if any) for the settings you toggle on.

Note: Platinum Security settings are supported only on i-Series devices, with the exception of
User Authentication and Public Authentication, which are available for use on all devices
supported by Shield Guard.

The following table lists the Platinum Security settings as well as descriptions of the device’s
corresponding bizhub SECURE Platinum Security settings and how Shield Guard assesses those
settings.

Shield Guard Functionality Shield Guard Assessment Automatic
Setting at the Device Remediation?
User Activates the Monitors the User Authentication N
Authentication user setting on the device. If enabled,

authentication Shield Guard assesses the setting as

requirement at Secure. This Platinum Security

the device. setting is available for use on all

devices supported by Shield Guard.
Note: If you attempt to toggle off
monitoring of this setting while the
Public Authentication setting is
toggled on, a warning message
appears indicating the Public
Authentication setting will be
toggled off as well. That is, to
monitor the Public Authentication
setting, you must also monitor this
setting.
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Shield Guard Functionality Shield Guard Assessment Automatic
Setting at the Device Remediation?
Public Applies a user- Monitors the Public Authentication N
Authentication defined mode setting at the device. If the mode

of restriction on specified at the device matches the

public user’s Shield Guard policy setting, Shield

access to the Guard assesses the setting as

device. Secure. This Platinum Security

Configuration setting is available for use on all

options are devices supported by Shield Guard.

listed below: Note: If you attempt to toggle on

Restricted - monitoring of this setting while the

Restricts public user Authentication setting is

users from toggled off, a warning message

logging in to appears indicating the User

the device. To Authentication setting will be

log in, users toggled on as well. That is, to

must have a monitor this setting, you must also

personal monitor the User Authentication

account. setting.

On with login

- Activates the

Public User

shared account,

and requires

public users to

log in with the

public user

password.

On without

login -

Activates the

Public User

shared account,

and allows

public users to

log in without

the public user

password.
Mode Using Enables a user- Monitors the Mode Using SSL/TLS Y
SSL/TLS defined SSL/TLS setting on the device. If the SSL/TLS

login mode on mode on the device matches the

the device. Shield Guard policy setting, Shield

Guard assesses the setting as
Secure.
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Shield Guard

Setting

Functionality
at the Device

Shield Guard Assessment

Automatic
Remediation?

SSL/TLS
Version
Setting

Admin Mode
Logout Time

Enables a user-
defined range
of SSL/TLS
versions to be
available for
use on the
device.

Applies an
automatic
admin-mode
logout time for
the device.
When the
device is in
Admin mode, if
no device
activity occurs
for the specified
period, the
device logs out.
Not accessible
at the device.
Must be
accessed via
the Web
Connection app.

Monitors the SSL/TLS Version setting
on the device. If the range of
SSL/TLS versions specified on the
device matches the Shield Guard
policy setting, Shield Guard assesses
the setting as Secure.

Monitors the automatic admin-mode
logout setting on the device. If the
time period specified at the device
for automatic admin-mode logout
matches the Shield Guard policy
setting, Shield Guard assesses the
setting as Secure.
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Shield Guard

Setting

Functionality
at the Device

Automatic
Remediation?

Shield Guard Assessment

User Mode
Logout Time

FTP Server

FTP TX

Applies an
automatic user-
mode logout
time for the
device. When
the device is in
User (Public)
mode, if no
device activity
occurs for the
specified
period, the
device logs out.
Not accessible
at the device.
Must be
accessed via
the Web

Connection app.

Activates the
FTP Server
function on the
device. Not
supported on
MicroSD
storage
devices.

Activates the
FTP
Transmission
function on the
device. Not
supported on
MicroSD
storage
devices.

Monitors the automatic user-mode Y
logout setting on the device. If the

time period specified at the device

for automatic user-mode logout

matches the Shield Guard policy

setting, Shield Guard assesses the

setting as Secure.

Monitors the FTP Server setting on Y
the device. If the configuration at the

device matches the Shield Guard

policy setting, Shield Guard assesses

the setting as Secure.

Monitors the FTP TX setting on the Y
device. If the configuration at the

device matches the Shield Guard

policy setting, Shield Guard assesses

the setting as Secure.
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Shield Guard

Setting

Functionality
at the Device

Shield Guard Assessment

Automatic
Remediation?

Job Log

Service
Location
Protocol

MFP Shared
Folder
Deletion

SNMP vl/v2c

Transmits audit
logs to a
specified
WebDAV server.
MicroSD
storage devices
support only
the Auto
(syslog)
transmission
method.

Activates
Service
Location
Protocol (SLP)
on the device.

Deletes
documents
stored in the
device’s Shared
folder after a
user-defined
period expires.
Not supported
on MicroSD
storage
devices.

Activates SNMP
(Simple
Network
Management
Protocol) v1/v2c
on the device.

Monitors the Job Log setting on the
device. When you enable this
setting, additional options appear.
You must select at least one log type
to obtain, and specify a transmission
method for the logs. If you select the
Manual (XML) method, you must also
specify your preference for
overwriting the log file in the event
the log storage area reaches
capacity. If you select Restrict, a
warning message appears indicating
that once log storage reaches
capacity, the device will prevent
users from running additional jobs
until the log storage area is cleared.
If the configuration at the device
matches the Shield Guard policy
setting, Shield Guard assesses the
setting as Secure.

Monitors the SLP setting on the
device. If the configuration at the
device matches the Shield Guard
policy setting, Shield Guard assesses
the setting as Secure.

Monitors the “MFP Shared Folder
Deletion” setting at the device. If the
frequency interval specified at the
device matches the Shield Guard
policy setting, Shield Guard assesses
the setting as Secure.

Monitors the SNMP v1/v2c setting on
the device. If the configuration at the
device matches the Shield Guard
policy setting, Shield Guard assesses
the setting as Secure.
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Shield Guard Functionality Shield Guard Assessment Automatic

Setting at the Device Remediation?
SNMP v3 Activates SNMP Monitors the SNMP v3 settings on Y
(Simple the device. If the configuration at the
Network device matches the Shield Guard
Management policy setting, Shield Guard assesses
Protocol) v3 on the setting as Secure.
the device.

SNMP v3 Settings

Shield Guard can monitor, and auto-remediate, SNMP v3 settings on supported devices. The
Simple Network Management Protocol (SNMP) is designed to enable remote configuration and
monitoring of device settings across a local network. Version 3 of SNMP includes improvements to

the prior protocols (v1/v2c), providing additional security to prevent unauthorized access and
manipulation of the settings within a device.

Note the following:

e Shield Guard support for SNMP v3 is limited to Konica Minolta i-Series devices.

e At this time, Shield Guard does not support password management for SNMP v3. Password
management for SNMP v3, for example, changing a password, must be done at the device.

o For information on SNMP v3 or how your devices interact with the protocol, refer to the
product’s documentation.

The following illustration shows Shield Guard’s default SNMP v3 settings:
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SNMP v3

‘ Checks the SMMP v3 setting on the device to see if it matches the Automatic Remediation
setting here.
Status
Monitors and reports the status of Simple Network Enabled - Automatic Remediation

Management Protocol (SNMF) v3 on the device.

Port Number

Checks the UDP Fort setting on the device to see if it . _—
; e _ 161 Automatic Remediation

matches the setting here. The default port for SMNMP is

161, but you can edit this field.

Context Name
Checks the Context Mame setting on the device to see if it Context Name Automatic Remediation
matches the setting here.

Discovery User Permissions
Checks the Discovery User Permissions setting on the Enabled - Automatic Remediation
device to see if it motches the setting here.

Discovery User Name
Checks the Discovery User Nome setting on the public
device to see if it matches the setting here.

Read User Name

Checks the Read User Mame setting on the device to see if initial Automatic Remediation

O
(<]

it matches the setting here.

Read Security Level
Checks the Read Security Level setting on the device Authentication OFF - Automatic Remediation
to see if it matches the setting here.

Write User Name =

Checks the Write User Name setting on the device to see restrict Automatic Remediation

Q

if it matches the setting here

Write Security Level
Checks the Write Security Level setting on the device Authentication OFF - Automatic Remediation
to see if it matches the setting here.

Encryption Algorithm
Checks the Encryption Algorithm setting on the device to AES-128 - Automatic Remediation
see if it maotches the setting here.

Authentication Method
Checks the Authentication Method setting on the device to SHA-1 - Automatic Remediation
see if it matches the setting here.

The following lists Shield Guard’s SNMP v3 settings and describes how Shield Guard assesses a
device’s corresponding settings. For all Shield Guard settings, if the configuration at the device
matches the Shield Guard policy setting, Shield Guard assesses the setting as Secure.

o Status - Monitors and reports the status of the SNMP v3.

e Port Number - Monitors the UDP Port setting on the device. The default port for SNMP is 161,
but you can edit this field. Note that SNMP v1/v2c also uses the SNMP port.

» Context Name - Monitors the Context Name setting on the device. Accepts up to 63 characters.
» Discovery User Permissions - Enables the Discovery User Name setting.

o Discovery User Name - Monitors the Discovery User Name setting on the device. Accepts
1 to 32 characters.
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o Read User Name - Monitors the Read User Name setting on the device. Accepts up to 32
characters.

o Read Security Level - Monitors the Read Security Level setting on the device.

o Write User Name - Monitors the Write User Name setting on the device. Accepts up to 32
characters.

o Write Security Level - Monitors the Write Security Level setting on the device.
» Encryption Algorithm - Monitors the Encryption Algorithm setting on the device.
o Authentication Method - Monitors the Authentication Method setting on the device.

Notes:

o All Shield Guard SNMP v3 settings support automatic remediation. However, the SNMP
Settings feature must be enabled on the device. Due to device limitations, Shield Guard cannot
monitor or enable this setting remotely. Thus, to auto-remediate SNMP v3 settings at a device,
you must manually toggle on the SNMP Settings switch at the device.

o If {_} appears next to a field (for example, Read User Name), you can select it to auto-
generate a random text string and insert it into the field.

» Shield Guard provides default values for all SNMP v3 fields except the Context Name field, for
which you must provide a value before you can save the policy.

e Spaces are restricted from use in SNMP v3 settings, as well as the following characters:

Restricted Character Description

\ backslash
' single quote
. double quote

# pound sign

Ultimate Security Settings

Use this section to configure the Shield Guard Ultimate Security settings for a selected policy. These
settings correspond with the bizhub SECURE Ultimate settings on the device. Toggle on the settings
you want Shield Guard to monitor, and toggle off the rest. Be sure to configure the additional
options (if any) for the settings you toggle on.

Notes:

o If you configure Shield Guard to monitor an Ultimate setting on a device that does not support
the setting, Shield Guard will assess the setting as Not Secure.

e Shield Guard Ultimate Security settings are supported only on i-Series devices on which:
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o The LK-116 Virus Scan i-Option is supported.
o The LK-116 Virus Scan i-Option has been installed.

The following table lists the Ultimate Security settings as well as descriptions of the device’s
corresponding bizhub SECURE Ultimate Security settings and how Shield Guard assesses those
settings.

Automatic
Remediation?

Shield Guard Assessment

Shield Functionality at the

Guard Device

Setting

Virus Devices have no Monitors the LK-116 i-Option on the
Scan corresponding device. If the LK-116 i-Option has
License setting. Instead, if the been licensed (installed and enabled)
LK-116 Virus Scan i- on the device, Shield Guard assesses
Option is licensed on the setting as Secure.
the device, then
Ultimate Security
settings are available
on the device and
Shield Guard can
monitor the settings.
Log Devices have no Polls the device for the version of the
Pattern corresponding antivirus pattern file. If a change
File setting. Instead, the is detected, the Shield Guard agent
Version LK-116 Virus Scan i- sends the updated value to the log in
Option installs a the Shield Guard portal.
pattern file (a
database of virus
information) onto the
device to identify and
eradicate viruses.
Pattern Displays an alert on Monitors the “Update failure of
File the MFP panel when pattern file” setting at the device. If
Updates the virus scan pattern enabled, Shield Guard assesses the
file fails to update. setting as Secure.
Real- Enables admins to Monitors the Real-Time Scanning
Time enable/disable the setting on the device. If enabled, the
Scanning Real-Time Scanning Job Control Levels appear where
option on the device. you can specify how you want the
This option scans all device to respond when the LK-116
files sent, scanned, or kit detects a virus. If the
accessed by the configuration at the device matches
device, as well as files  the Shield Guard policy setting,
located on USB Shield Guard assesses the setting as
drives. Secure.
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Shield Functionality at the

Guard Device
Setting

Regular Enables admins to

Scan enable/disable the
Regular Scan option
on the device. This
option performs a full
virus scan of the
device at a user-
specified interval.
Note: Enabling this
option on the device
can impact device
performance, so we
recommend you
schedule the scan to
occur at off-peak
hours.

Shield Guard Assessment

Monitors the Regular Scan setting on
the device. If the configuration at the
device matches the Shield Guard
policy setting, Shield Guard assesses
the setting as Secure.

Note: When scheduling a regular
scan to occur monthly, if the day of
the month you select exceeds the
number of days in a given month,
the scan will occur on the final day of
that month. For example, if you
select 31, then in April, the scan will
occur on April 30 (the last day in
April). Note that, for scheduling
purposes, devices always consider
February to have 28 days.

Automatic
Remediation?

Note: If neither of the above scanning options are enabled on the device, then:

* No virus scanning occurs.

* No check of the pattern file version occurs.

* No update of the pattern file occurs, so no log indicating a change to the pattern file will be

generated.

The Antivirus Pattern File

The LK-116 Virus Scan i-Option includes an antivirus pattern file. This file is a database of virus
information that is constantly updated to include the latest antivirus information from around the
globe. As part of the installation of the LK-116 Virus Scan i-Option onto a device, the antivirus

pattern file is installed onto the device.

In order for the LK-116 Virus Scan i-Option to maintain the latest version of the pattern file on a

device, note the following:

¢ The device must be connected to the internet.

* Virus scanning must occur. That is, at least one of the scanning options (Real-Time Scanning or
Regular Scan) must be enabled on the device.

A virus scan triggers a check of the pattern file. If an updated version is available, it is downloaded
to the device and the scan proceeds using the new pattern file. If no new version is available, the
scan proceeds using the existing pattern file.
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Monitoring Changes to the Antivirus Pattern File

Shield Guard can monitor changes to the antivirus pattern file on each device assigned to a security
policy. If the following is true, then Shield Guard will create a log for every change detected in the
antivirus pattern file on a device:

o The device supports the LK-116 Virus Scan i-Option.

o The LK-116 kit has completed its initial installation. If Shield Guard assesses the device
before the installation is complete, a log will be generated showing a device value of
“Pending”.

* The Log Pattern File Version setting is enabled in the policy.

o At least one of the virus scanning options (Real-Time Scanning or Regular Scan) is enabled on
the device.

The LK-116 kit should complete its installation automatically, within a few minutes. If not, consider
the following remedies:

» Reboot the device to trigger the pattern file update.
» Confirm that your network settings are not preventing the update.

« Configure the proxy server (if any) to allow the device to pull the pattern file update, as this is
independent of the proxy settings used by MarketPlace and Shield Guard. In the Web
Connection app, access the following:

Network/Machine Update Settings/HTTP Proxy Settings
o Contact your authorized Konica Minolta service team to take action to resolve the problem,

including potentially updating the device’s firmware.

Device Support for the LK-116 Virus Scan i-Option

Not all devices support the LK-116 Virus Scan i-Option, including some i-Series devices. If you
configure a Shield Guard policy to monitor Ultimate settings (that is, you enable the Virus Scan
License setting), note the following:

Device Configuration of LK-116 Shield Guard Shield Guard Log
Supports at the Device Assessment

LK-116? of the Virus Scan
License Setting

No Not Applicable Not Secure Labels the device value
as “Not supported”

Yes LK-116 is installed, but none of Secure None
its settings are enabled
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Device Configuration of LK-116 Shield Guard Shield Guard Log
Supports at the Device Assessment

LK-116? of the Virus Scan
License Setting

Yes LK-116 is not installed Not Secure Labels the device value
as “Not installed”

Supported Ultimate Settings

Shield Guard’s support for bizhub SECURE Ultimate is contingent on your Shield Guard license
plan. If a setting or control does not appear in Shield Guard, your license plan does not support it.
See the following table:

Shield Guard Shield Guard Support

Plan

Enterprise Full monitoring of Ultimate settings, and remediation of applicable settings.

Business Full monitoring of Ultimate settings.

Starter Monitoring of the LK-116 Virus Scan i-Option to determine if it is licensed on
the device.

Note: Your license plan affects only Shield Guard functionality. It does not affect the functionality of
Ultimate Security settings on the device.

Step 6 - Save

The Save button is inactive until all required fields contain valid responses. If you click on this
button when it is active, your current configuration is preserved and you return to the Policies page
where the policy appears in the Policies table. To exit the page without saving, you can either
navigate to another page or click on the browser’s Back button.

A Note on Required Fields and Saving Security Policies

On the Edit Policy page (and the Create a New Policy page, as well), fields requiring a valid response
display in red. The following fields are required on the Policies page:

« Name your policy - Each policy requires a unique name.

+ Additional Options - If you toggle on a setting for which additional options exist, the
Additional Options field for that setting activates and becomes a required field for the policy.

In the illustration below, the Edit Policy page appears. Note the following:
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« The Name your policy field displays in red, indicating it is a required field awaiting a valid
response.

e The Auto Document Deletion setting has been toggled on, and the dropdown field displays in
red, indicating it is awaiting a response.

MG NROO0D1622-SGENNFR Welcome, Matthew
~ i
2 H
i Edit Second Floor East H
* The current configuration of the security policy appears below. The settings apply to all devices in the pelicy. Any changes you make to the pelicy are applied to devices as E
Fx3 part of their next Shield Guard assessment. |
- 1

L

Marme your po

it

Policy Settings

Specify the frequency of communication between the Shield Guard Agent and the Shield Guard Portal for devices in the policy. Q
The Shield Guard agent continue to enforce the latest security settings defined in this policy, including any security settings set to auto-remediate, even when offline.

Server heartbeat sync frequency Check MFP local settings frequency Offline threshold
Specify how often you want the agent ta contact the portal. Specify how often you want the agent to run o device self-check. Shield Guard reports a device os offling if it has not received
Changes to assigned palicies will be reportad to the agent on the Any settings found not to be in compliance with the Shisld Guard communication from the MFP ofter the number of heartbeats configured
device ot this frequency. policy are reparted to the portal. below.
1 minute - 1 minute - 3

Standard Settings

Use this section te configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings on the
device. Toggle on the settings you want Shield Guard to moniter, and toggle off the rest.

Monitor Security Settings Additional Options Automatic Remediation

Admin Password Configuration
» Specify your preferences for generating new device odmin Remediation Available
Remediation Available
passwerds, and the frequency ot which you want devices to
update with new admin passwords.

Default Admin Password Check
L] Monitors if the device admin possword hos been changed from the
defauit.

Password Rules
» Monitors if the Possword Rules setting hos been enabled on the

device.

Auto Document Deletion
. Monitors if the period specified on the device for the document Freguency - Automatic Remediation
outo-deletion matches the desired pericd.

Encrypted PDF Deletion
» Manitors if the period spacified on the device for encrypted PDF
dslatinn matchas tha dasirad nariad

Auto-Remediating Non-Compliant Device Security Settings

Most Shield Guard security policy settings have an automatic remediation option to automatically
bring non-compliant device security settings into compliance with the policy. If such a policy setting
is toggled on and its Automatic Remediation box is checked, then Shield Guard will automatically
remediate the setting as part of its device assessment. If automatic remediation is not active for a
setting, or the setting does not support automatic remediation, the setting must be changed
manually, at the device, to return it to a compliant state.

Note: Automatic Remediation is supported only on:
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e The Enterprise plan.

» i-Series devices, with the exception of Admin Password Configuration, which is supported on
all MarketPlace devices. For devices that do not support automatic remediation, activating
automatic remediation on a setting has no effect.

In the following illustration, note the following:
e The Auto Document Deletion setting is toggled on.
o The deletion frequency is set to 1 day.

¢ The Automatic Remediation box is selected.

MG NR00001622-SGENNFR Welcome, Matthew

<'\
7 .

Standard Settings
m Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings
5 an the device. Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.
a‘ Monitor Security Settings Additional Optiens Automatic Remediation

Admin Password Configuration

‘A » Specify your preferences for generating new device admin Remediation Available

passwords, and the frequency at which you want devices to
update with new admin passwords.

[
TI1I-

Default Admin Password Check
» Monitors if the device admin password has been changed from the
defoult.

Password Rules
» Monitors if the Password Rules setting has been enabled on the
device.

Auto Document Deletion
. Monitors if the periced specified on the device for the document 1 day - Automatic Remediation
auto-deletion matches the desired period.

Encrypted PDF Deletion

With this configuration, each Shield Guard assessment will ensure all devices in the policy have
their Auto Document Deletion setting enabled and the document deletion frequency set to 1 day.
Shield Guard will automatically remediate any non-compliant settings to a compliant state.

Note: The Overview topic includes a description of a sample custom policy that lists the basic
steps Shield Guard performs when monitoring and maintaining security for devices assigned to a
security policy, including the step in which automatic remediation is applied to a setting.

Editing a Policy

To edit a security policy, click on the Edit button for the policy in the Policies table. The Edit Policy
page appears.

You can change the policy name and/or toggle on (or off) one or more security settings. Many
settings have additional options allowing you to fine-tune your preferences. For details on the
individual fields on the Edit a Policy page, click here.
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Note: Any changes you make to security settings in an existing security policy are applied at the
next server heartbeat sync. This includes changing the server heartbeat sync frequency itself.

The following illustration of the Edit Policy page shows a security policy called “Second Floor East”
where the policy name has been changed to “Second Floor West” and the Auto Document Deletion
security setting has been toggled off.

MG NROODO1622-SGENNFR Welcome, Matthew

-

3 !

(J [

L]

i Edit Second Floor East E

. ||

AP The current configuration of the security policy appears below. The settings apply to all devices in the policy. Any changes you make to the policy are applied to devices as part of ;
Fra their next Shield Guard assessment.

B

Name your palicy *

B c
[ Second Floor West

Policy Settings

Specify the frequency of communication between the Shield Guard Agent and the Shield Guard Portal for devices in the policy. [7]
The Shield Guard agent continue to enforce the latest security settings defined in this pelicy, including any security settings set to auto-remediate, even when offline.

Server heartbeat syne frequency Check MFP local settings frequency Offline threshold
Specify how often you want the agent to cantoct the portal Specify how often you want the agent to run o device self-check. Shield Guard reports a device as offline if it hos not received
Changes to assigned policies will be reported to the agent on the Any settings found not ta be in compliance with the Shield Guard communication from the MFF after the number of heartbeats configured
device ot this frequency. policy are reported to the portal. below.
1 hour - 1 minute - 3

Standard Settings
Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub SECURE Service settings on the device
Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.

Monitor Security Settings Additional Options Automatic Remediation

Admin Password Configuration
» Specify your preferences for generating new device odmin -

passwords, and the frequency ot which you want devices to

update with new admin posswords

Default Admin Password Check
9 Manitors if the device admin password hos been changed from the

defoult,

Password Rules
[ ] Monitors if the Password Rules setting hos been enabled on the

device

Auto Document Deletion
» Menitors if the period specified on the device for the document

outo-deletion matches the desired period.

Password Management

You can configure Shield Guard security policies to monitor, and automatically generate, device
admin passwords for devices assigned to the policy. Use the Admin Password Configuration section
of the Policies page. The following illustration shows the page as it appears when the setting is
toggled on, displaying some of the configuration options on the page:

© 2024 Konica Minolta, Inc. All rights reserved. 123 /140



MG NRO0001622-SGENNFR

W SHIELD GUARD =

(} Dashboard

Devices

Standard Settings

i
b

Users

Logs Monitor Security Settings

Reports
—— P Admin Password Configuration

Settings . Specify your preferences for generating new device admin
passwords, and the frequency at which you want devices to
update with new admin passwords.

|:\ Password Security Duration

Assess as Not Secure devices whose admin password has not
been updated within the Password Security Duration period.

[ Default Admin Password Remediation

Remediate device admin passwords that have been changed back
to the default outside of Shield Guard (e.g., ot the device). Shield
Guard generates a new password based on the Admin Password
Settings below.

Use this section to configure the Shield Guard Standard Security settings for the selected policy. These settings correspond with the bizhub
SECURE Service settings on the device. Toggle on the settings you want Shield Guard to monitor, and toggle off the rest.

Additional Options

Welcome, Matthew

Automatic Remediation

Password Block List

Enter one or more values you want to exclude from use as device
admin passwords.

Enter a password to block

1234567812345678

Note: Any changes you make to security settings in an existing security policy are applied at the

next server heartbeat sync.

Using the Device Admin Password Configuration

Feature

Toggling On the Admin Password Configuration setting provides access to powerful features that
enable you to remotely control the password management of devices in the policy. Note the

following device requirements for this feature:

e The device’'s Password Change Permission setting must be set to “Allow”.

o The device’s admin password must be currently verified with Marketplace.

e The verified password must match the Shield Guard policy’s admin password.

Note: The passwords do not need to match for the initial sync of the policy with the devices in
the policy. This is required only for assessments that occur after the initial sync.

If at any time Shield Guard assesses a device that fails to meet any of the above requirements,
Shield Guard will assess the device as Not Secure and suspend password management and/or

remediation for the device until all requirements are met.

Note: A device’s Password Rules setting can affect Shield Guard’s ability to update the device’s

admin password. See the Password Options section below.

Matching a Device’'s Admin Password with the Shield Guard

Policy’s Password

© 2024 Konica Minolta, Inc. All rights reserved.

124 /140



For Shield Guard to manage and/or remediate a device’'s admin password, the password must be
currently verified with Marketplace. A device’s password becomes unverified if it is changed
manually at the device and then not re-verified. Shield Guard assesses such devices as Not Secure
and generates a log in which the Device Value column gives a value of “Password unknown”.

To rectify a mismatched password, you have the following options. Note that for both of these
options, you must provide the device’s current admin password:

e Change the device’s admin password to match the policy’s password. Do the following:

1. Access the policy in the Shield Guard Portal and note the password currently stored in the
policy.

2. At the device, manually change the admin password to match the policy’s password. For
more information on this process, refer to the device’s user guide.

3. Verify the password with MarketPlace. Do one of the following:

= At the device panel, click on the App Manager button and, if prompted, provide the
device’s admin password.

= In MarketPlace, on the Devices page, verify (or re-verify ) the device’'s admin
password.

o Change the policy’s password to match the device’s admin password.
1. Access the policy in the Shield Guard Portal.

2. Use the Manual Password option to change the policy’s password to the match device’s
current password.

3. Verify the password with MarketPlace. Do one of the following:

= At the device panel, click on the App Manager button and, if prompted, provide the
device’s admin password.

= In MarketPlace, on the Devices page, verify (or re-verify ) the device’'s admin
password.

Once rectified, and an assessment occurs for the device, the passwords will match and the Admin
Password Configuration setting will no longer cause Shield Guard to assess the device as Not
Secure.

Configuring Device Admin Passwords

If you enable the Admin Password Configuration setting, the following options appear:

« Password Security Duration - To specify a password security duration for the admin
password for each device assigned to the policy, check the box at this field. The Duration field
appears. Click on the drop-down and select a time period from the list that appears.

If you enable this setting, then all devices whose admin password has not been updated within
the specified time period (for example, 1 day) will be assessed as Not Secure. Note the
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following:

o The password security duration includes a grace period of up to 10 minutes. For example,
if you set the password duration to 1 day, then if the password is not changed within one
day plus the grace period, the policy will fail assessment. The grace period provides extra
time in the event the device is delayed in receiving the password changes, for example,
the device is in Sleep mode.

o The password duration you specify must be greater than the heartbeat sync frequency.

o You can automatically update admin passwords based on the duration you specify. On the
Random Password tab at the Admin Password Generation field, enable the Automatically
update password based on password security duration setting (described below).
This option is available only for random password generation.

+ Default Admin Password Remediation - To automatically update the device’s password
whenever it is changed back to the device default password outside of Shield Guard (e.qg., at
the device), check the box at this field. The password updates based on the settings in the
Admin Password Generation section.

Note: To remediate admin passwords, the Default Admin Password Check setting must
also be toggled on. Thus, if you attempt to enable this setting while the Default Admin
Password Check setting is not toggled on, a warning message appears with the option to
automatically enable that setting. To enable both settings, click on OK. To preserve the Toggled
Off status for both settings, click on Cancel. If the Default Admin Password Check setting is
already toggled on, or if you are attempting to toggle off this setting (Default Admin Password
Remediation), no warning message appears.

+ Password Block List - To specify one or more passwords you want to prevent users from
using as the admin password for devices in the tenant, check the box and specify the
passwords you want to block. This option is toggled on by default, but you can toggle it off.

If you check the box at this field, the Enter a password to block field appears, and below
that the default device admin password appears. This password is automatically included in
the blocked password list, and it cannot be removed.

To add a password to the blocked list, enter it into the field. The Plus button activates. Click on
the button to add the password to the list. Repeat the process for any additional passwords
you want to add to the blocked list.

When finished, click on the Save button to update the policy. Note that if you disable the
Password Block List feature (leave the check box blank), any user-defined passwords in the
policy are removed from the block list.

Generating Device Admin Passwords

We strongly recommend you replace the default admin password with your own password for each
device in your fleet, and we recommend you update your passwords regularly. Shield Guard
provides the following methods of updating device admin passwords:

« Random Password Generator
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¢ Manual Password Generator

Using the Random Password Generator

To generate a random password for each device in the tenant, click on the Random Password
button. See the following illustration:

@ SHIELD GUARD =

Dashboard

Devices

Users
Logs
Reports

Settings

Default Admin Password Remediation

Remediate device admin passwords that have been changed back
to the default outside of Shield Guard [e.g.. at the device]. Shield
Guard generates a new password based on the Admin Password
Settings below.

Admin Password Generation

Automatically generate new device admin passwords based on settings you specify here.

@ Random Password O Manual Password

Random Password Generator

Generate a randam password, based on your Password Options settings, to be applied to
each device in the policy.

Example:

2tWN)IR>MC~(=C~A

Aa Welcome, Matthew
Admin Password Configuration
Specify your preferences for generating new device admin
passwords, and the frequency at which you want devices to
update with new admin passwords.
[ Password Security Duration Password Block List
Assess as Not Secure devices whese admin password has not Enter one or more values you want to exclude from use as device
been updated within the Password Security Duration period. admin passwords
Enter a password te block

Password Options
Password Length

16 -
Password Complexity Rules
Include uppercase characters (A-Z)
Include lowercase characters (a-z)
Include numbers

Include symbols

When you save the policy, Shield Guard:

* Generates the password based on the requirements specified in the Password Options

section.

» Applies the password to each device at the next server heartbeat sync.

You can then view the password at the View Admin Password action button on the Devices page.

Generating Random Passwords Automatically

In addition to the initial password described above, you can generate random passwords
automatically at a specified interval. Use the following field:
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 Update passwords automatically based on the Password Security Duration setting -
If you enable the Password Security Duration setting above, this field activates and, if you
also enable this setting, you can schedule automatic updates for your device admin passwords
based on the duration specified. For example, if you:

o Enable the Password Security Duration setting
o Specify 1 day as the password security duration period

o Toggle on the Update passwords automatically based on the Password Security
Duration setting

Then, at the next server heartbeat sync that occurs after the password security duration
period expires, the device will not pass compliance. However, Shield Guard will generate a
new password and, at the next server heartbeat sync, the new password will enable the
device to meet compliance.

Note: If the server heartbeat sync is set to a period longer than the password security
duration, Shield Guard will always assess the device as Not Secure. That is, because applying
the new password occurs during a second assessment of the device, that assessment will
never occur in time to update the password so that the device complies with the Password
Security Duration setting.

Using the Manual Password Generator

To manually generate a custom password for each device in the tenant, click on the Manual
Password button. See the following illustration:

f— 3
W SHIELD GUARD = 1 ASccompany P Welcome,
<> Dashboard Admin Password Generation
Automatically generate new device admin passwords based on settings you specify here
m Devices
b33 (O Random Password = (@ Manual Password

Users
Manual Passwerd Configuration .

Logs - - - Password Options
Specify a password te be applied to each device in the policy. The password must adhere
e your Passwaord Options settings.

Reports Minimum Password Length
~ Enter your password e

Settings 16 -

al031722dGqi77xM
My manual password: Password Complexity Rules
Vs at least 16 characters long Require uppercase characters (A-Z)
v Includes at least 1 uppercase character
¥ Includes at least 1 lowercase character Require lowercase characters (a-z)
v Includes at least 1 number
Includes at least 1 symbol Require numbers
Require symbols

Do the following:

1. Specify one or more password requirements in the Password Options panel. Your password
string must meet the requirements before you can save the policy. If you do not specify any
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password requirements, Shield Guard still applies a minimum requirement of at least four
characters in the string.

2. Enter your password string.

3. Click on the Save button when done. The Save button activates once the string meets all
password requirements and no other issues exist for any settings in the policy.

When you save the policy, Shield Guard generates the password and applies it to each device in the
policy at the next server heartbeat sync. You can then view the password at the View Admin
Password action button on the Devices page.

Password Options

This panel in the Admin Password Configuration section contains options for imposing password
requirements (for example, a minimum length) on passwords generated by Shield Guard.

Note: The Shield Guard Password Options setting does not override the device’s Password Rules
setting. Instead, it only imposes restrictions on the passwords generated by Shield Guard before
they are actually sent to the device. Shield Guard will not generate a password that does not meet
all restrictions imposed by the Password Options setting. However, a password generated by Shield
Guard may still fail the requirements imposed by the device’s Password Rules setting. For example,
if Shield Guard generates a 16-character password based on a minimum length requirement and
sends it to a device whose minimum length requirement is set to 20 characters, the update will fail
and the password will not be updated.

For random password generation, Shield Guard applies the requirements you specify to all
passwords generated.

For manual password generation, Shield Guard displays descriptive text in the Please use a
password that: section for each password requirement you activate. The descriptive text displays
in red until the password string meets the requirement, at which time the text turns to black. For
example, if you activate the Require Symbols option, the descriptive text “Includes at least 1
symbol” will display in red, unless the password string contains one or more symbol characters. See
the illustration above.

The following options are available:

e« Minimum Password Length - This field appears only for manual password generation. To
require manual passwords to meet a minimum length, check the box. The Length field
activates.

o Length - For random passwords, specify the password length. For manual passwords,
specify a minimum length. Click on the dropdown and select a number from the list that
appears. Note that a password length of 16 or more characters is considered “strong”
while 15 or less characters is considered “weak”.

 Password Complexity Rules - Check the box next to the rules you want to apply for device
admin password generation.
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o Require uppercase characters (A-Z) - Require the password to contain at least one
uppercase character.

o Require lowercase characters (a-z) - Require the password to contain at least one
lowercase character.

o Require numbers - Require the password to contain at least one numeric character.

o Require symbols - Require the password to contain at least one symbol character.

Reports and Logs

Overview

From the Shield Guard Portal, you can view reports on device statuses and view detailed logs of
Shield Guard activity for real-time monitoring of your devices and licenses, equipping you with the
information you need to respond decisively to security events.

* Reports - Using Shield Guard’s Report Generator tool, you can do the following:
o Export reports into CSV (comma-separated-value).

o Schedule reports to generate automatically at a specific date and/or time (Coming
Soon!).

e Logs - Shield Guard’s Log Viewer enables you to view activity logs, displaying critical
information about your system such as security issues, failed assessments, and more.

The Logs page appears in the illustration below:
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. SHIELD GUARD = ABC Company a Welcome,
Dashboard :
Policies View security logs (device, policy, or user) generated within your Shield Guard plan.
Users
Importance Type Event Date
Reports (D Device Device 364e (A112233440003) passed its policy assessment. ;fiiyjfi\lM
Settingg @ Device Device 364e (A112233440002) passed its policy assessment. ;fig"égilM
@ Device Device 558 (A112233440001) passed its policy assessment. ggggfilM
@ Devi Device 558 (A1122334400017) setting Auto Document Deletion remediated from 2/18/2021,
eviee Jdays to 7 days. 4:08:24 AM
® o Device C300 (A1122334400019) setting SSL/TLS Version Setting remediated 2/17/2021,
evice from range TLSVL.L - TLSV1.2 to range TLSVL.2 - TLSvL.3. 10:35:04 PM
v o Device Device 364 (A112233440004) did not pass its policy assessment. ifffloijp M
v o Device Device C300 (A112233440005) did not pass its policy assessment. éﬁQDZL 7:55:04
@ Device Device 558 ({A1122334400011) passed its policy assessment. ;JE}EDZL 75504
(D Device Device 364e (A112233440008) passed its policy assessment. ‘1105%%[;(;2’5
v o Device Device C300i (A112233440007) did not pass its policy assessment. i%gzg%ﬁ -
Rows perpage: 10 1-10of 17 > >l _
Shield Guard reports generate report data on device activity in the tenant. You can then view the
report on the screen and/or export the report to a CSV file. The page shows both graphic and
tabular representations of the found data, and reflects any filtering you apply to the results. Report
data includes activity for any device that was ever in the tenant, even if the device is not currently
in the tenant.
To begin working with reports, select the Reports option from the Navigation pane.
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Welcome, Matthew

5 Y
C
a3 € Reports
EIB View a scheduled report or, to create a new report, use the Filters panel to specify a report type, report name, etc. Select Create Report to display the results on the screen. To further filter

the results, select the Funnel icon in the viewing area. When done, select Schedule.
£C3
Filters Clear Fleet Status - Devices Assessed

¢ Select Fleet Status Report Last7Days  03/19/2024 TO 03/26/2024
=

Select Date Range B secure I ot Secure

Last 7 Days -
Create Report

Export a Report A

Please fill in the following information in
order to receive a report via email as
specified by the frequency.

Mar 19 Mar 20 Mar 21 Mar 22 Mar 26

Report Name
v
csv -

Name Security Status Palicy Name Device Group Serial Number

bizhub 4052 Q Secure Executive AA1R011012863
Frequency A

bizhub C287 Q Offline - — A797011000008

Cancel
hizhuk CAOED. ) Offlin INN110n1811

Use the Reports page to:

¢ Create a new report.

o Filter report data, for example, by device and/or device status.
e Export a report.

o Schedule a report.

Creating a Report

Creating a report consists of the following basic steps:
1. Specify your inclusion criteria, including the date range.
2. Generate the report (via the Create Report button).

3. Filter the report to include only the data you want to see.

4. Specify export criteria, including a frequency for receiving scheduled reports.

Filters Panel

The Filters panel includes the following configuration options:
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Select Fleet Status Report

The following report type is available:

» Device Status - Lists device status events (events in which a device’s status changed to
Secure, Not Secure, or Offline) for devices in the tenant.

Note: For a breakdown of the current device statuses in the tenant, including the No Policy and Not
Assessed statuses, visit the Dashboard page.

Select Date Range

Select a day or a range of dates whose data you want to include in the report:

Last 30 Days

Last 7 Days

Yesterday

Today

Custom

Create Report Button

Once you select a date range, the Create Report button activates. Select this button to generate
the report. The report displays in both graphic and tabular form on the screen.

Note: If you hover your pointer over a data point on the graph, information on the data point
appears.

Export a Report

Once you select a date range, the fields in the Export a Report area activate. Use these fields to
export the tabular data to a CSV file. Specify the following export criteria:

* Report Name - Give the report a descriptive name.
o Format - The report format defaults to CSV.
* Frequency - Select the frequency at which to export the report:
o Once - Activates the Export button, via which you can export the report immediately.

o Weekly - Activates the Schedule button, via which you can schedule the report to
generate and export on the following Monday.

o Monthly - Activates the Schedule button, via which you can schedule the report to
generate and export on the first day of the following month.

© 2024 Konica Minolta, Inc. All rights reserved. 133/ 140



o Yearly - Activates the Schedule button, via which you can schedule the report to generate
and export on the first day of the following year (January 1).

Notes:

All scheduled reports:
o Are listed in the Scheduled Reports List.

o Continue to export at the selected frequency until removed from the Scheduled Reports
List.

o Generate a notification email that is sent to your MarketPlace email account.

» Notification emails contain a link that, when selected, downloads the report to the destination
specified in your browser. If you are not logged in to the tenant at the time you click on the
link, @ warning message appears and you must log in before the report will download.

* If you schedule a report with a Custom date range, each edition of the report (weekly, monthly)
will contain the same data as the original.

» If you schedule a report with a “Last 7 Days” or “Last 30 Days” date range, each edition of the
report will contain different data. That is, the date from which the “last 7 days” is established
will be different each time the report is sent out, and thus the data will be different.

Filtering the Report

When you select the Create Report button, all of the data found from your report criteria appears
in the data table. If you select the Funnel icon above the data table, the Filter Report window
appears, in which you can filter this data by:

* Devices - Restrict the report to status events for one or more devices in the tenant.
» Data Columns - Restrict the report to display only selected columns of data.

» Events - Restrict the report to display only events in which the device status changed to the
selected statuses, for example, Not Secure and Offline.

Note: Any filtering you apply to a report is reflected on the screen as well as in the exported
version of the report.

Shield Guard Logs

Shield Guard’s Log Viewer displays a list of security events that occurred for devices in the tenant.
To access the Log Viewer, select the Logs option from the Navigation pane. See the following
illustration:
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' SHIELD GUARD = ABC Company a Welcome,
[ |
Dashboard ]
. B Logs Q
Devices
Policies View security logs (device, policy, or user) generated within your Shield Guard plan.
Users
Importance Type Event Date ¥
Reports (D Device Device 364e (A112233440003) passed its policy assessment, 2/18/2021,
B . P ‘ 9:41:44 AM
Settingg @ Device Device 364e (A112233440002) passed its policy assessment. /18/2021,
? ey : 3:40:04 AM
B 2/18/2021,
@ Device Device 558 (A112233440001) passed its policy assessment. 0:35:24 AM
@ Device Device 558 (A1122334400017) setting Auto Document Deletion remediated from 2/18/2021,
3 days to 7 days. 4:08:24 AM
® Device Device C300 (A1122334400019) setting SSL/TLS Version Setting remediated 2/17/2021,
from range TLSv1.1 - TLSv1.3 to range TLSv1.2 - TLSv1.3. 10:35:04 PM
; 2[7/2021,
v o Device Device 364 (A112233440004) did not pass its policy assessment. 11:41:44 PM
p BB
v o Device Device C300 (A112233440005) did not pass its policy assessment. é’sﬂOZL 7:55:04
p LB+
@ Device Device 558 ({A1122334400011) passed its policy assessment. ;’5/2021' 75504
10/25/2020,
(D Device Device 364e (A112233440008) passed its policy assessment. 455:04 PM
v o Device Device C300i (A112233440007) did not pass its policy assessment. 107252020, d
4:53:24 PM 4
Rows per page: 50 = 1-50 of 73 > >l _

The list of security events appears in the Logs table. If you click on a column header, the table sorts
by that column. To reverse the sort order, click on the column header again.

The Rows per page dropdown menu controls the number of logs that appear on a single page. If
the number of existing logs exceeds the number of rows per page , you can view additional pages

of logs by clicking on the angle brackets (< or >) to the right of the rows per page.

The Logs table contains the following information:

Column Description

4

Importance The severity of the event (high or low).
Type The type of event (Device/Policy).

Event A description of the event.

Date The date and time that the event occurred.

View log details.

About Log Events
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Shield Guard generates an event log for any of the following occurrences:

 When a Shield Guard security assessment detects a change in a device’s security status, for
example from Not Assessed to Secure. That is, not all assessments generate a log. Note that
Shield Guard performs security assessments based on the security policy’s frequency
settings.

o Certain updates to a policy, or to users and/or devices in a policy, including the following:

o A Shield Guard policy is created, or a setting is modified.

[e]

The Shield Guard agent is removed from a device in the policy.

[e]

A device is added to, or removed from, a tenant.

[e]

A device is added to, or removed from, a Shield Guard policy.

(o]

A device in a tenant goes online or offline.

o A user is added to, or removed from, a tenant.

Viewing Log Details

If a “down” chevron appears in a row of the Logs table, additional information is available about the
log entry. To view log details, click on the chevron. The details appear and the chevron switches to
“up”. To hide details, click on the Up chevron.

The following illustration shows the most recent assessment of Device 287 with a “low” importance
rating, while an assessment of the same device four minutes before shows a “high” importance
rating. The Log details for that assessment identify the security settings involved and indicate
which Shield Guard policy values do not match the device values. Those device values were then
modified by the user to match the Shield Guard policy values, so that subsequent logs rated the
importance as “low”.
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W SHIELD GUAR T——

() Dashboard

. ogs
Devices
Policies WView security logs (device, policy, or user) generated within your Shield Guard plan.
Users
Importance Type Event Date
/
Reports (D Device Device 287 (A7AH019002101) passed its policy assessment glégiszgﬁﬂ
Settings . ) . 8/20/2021,
O Device Device C287 [A797011000008) passed its policy assessment. 10246 PM
. . . . 9/20/2021,
O Device Device 287 (A7AH019002101) passed its policy assessment 1.01:46 PM
Palicy Second Floor East (2440567637011- 020/2021
@ Policy DBbw]e5Qih1dBCRXIYMzvW) updated in tenancy (DMO0005717- 1.'0DI'15 Ph.l1
SGAAADT) license T
. . . ; . 9/20/2021,
~ o Device Device 287 (A7AH019002101) did not pass its policy ossessment. 12:58:26 PM
Issues
Security Setting Palicy Value Device Value
Password Rules Enabled Disabled
User Authentication Enabled Disabled
) ‘ ‘ 9/20/2021,
W o Device Device C287 [A797011000008) did not pass its policy assessment. 12:53:52 P\
. . . s . 9/20/2021,
v o Device Device 287 (A7AH019002101) did not pass its policy ossessment. 12:47-25 B
20/ i
v o Device Device 287 (A7AH019002101) did not pass its policy ossessment. 3 20@021' =
12:45:04 PM b
) ) ' o 9/20/2021, :
v o Device Device 287 (A7AH019002101) did not pass its policy ossessment. 12:44:03 PM H
-
1
. . . - ) 9/20/2021,
v o Device Device C287 (A797011000008) did not pass its policy assessment. 12:42:27 PM !
Rows perpage: 50 » 1-50 0f 73 > |

Filtering the Logs Table

To filter the Logs table to list only events containing a specified string, use the Search field. The
following illustration shows the Logs page, filtered by the following string:

offline device

The Search returns all logs in which both “offline” and “device” appear somewhere in the log. Note
that search strings are not case-sensitive.
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Q LOgS Q, offline device

View security logs (device, policy, or user) generated within your Shield Guard tenant.

Importance Type Event Date 4

@ Device Device C300i (AA2K011010707) from tenancy (NRO0D01622-SGENMNFR) went offline 3/11/2024, 12:10:04 PM
@ Device Device C300i (AAZ2K011010707) from tenancy (NRO0D01622-SGENNFR) went offline 3/11/2024, 9:35:04 AM
@ Device Device C300i (AAZK011010707) from tenancy (NRO0001622-SGENNFR) went offline 3/8/2024, 5:10:04 PM
@ Device Device C300i (AAZK011010707) from tenancy (NRO0001622-SGENNFR) went offline 3/8/2024, 1:40:05 PM
@ Device Device C287 bizhub C287 (A797011000008) from tenancy (NRO0001622-SGENNFR) went offline 3/8/2024, 7:45:.04 AM
@ Device Device C300i [AA2K011010707) from tenancy (NRO0O001622-SGENNFR) went offline 3/7/2024, 5:25:04 PM
@ Device Device C287 bizhub C287 (A797011000008) from tenancy (NRO0001622-SGENNFR) went offline 3/7/2024, 5:15:04 PM
@ Device Device 287 [A7AH012002101) from tenancy (NROD001622-SGENNFR) went offline 3/7/2024, 3:50:04 PM
@ Device Device 287 [A7AH012002101) from tenancy (NROD001622-SGENNFR) went offline 3/7/2024, 3:.00:04 PM

If you place quotation marks around your search string, the Search returns all logs in which an
exact match of the search string appears somewhere in the log:

"offline device"

In the following illustration, searching for the exact string returned no matches:

a Logs Q, "offline device" ) ]

View security logs (device, policy, or user) generated within your Shield Guard tenant.

Importance Type Event Date 4

No data available

Reference

Troubleshooting

Most Shield Guard troubleshooting issues arise from Shield Guard losing synchronization with
MarketPlace and/or one or more devices, for example if a device’s admin password is changed
outside of Shield Guard. These issues can often be resolved by reinstalling the Shield Guard
agent on the affected devices, and/or re-syncing the devices to Shield Guard.

Note: Before trying the above solutions, visit the FAQ topic to see if your issue is described there.
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Offline Devices

Shield Guard cannot communicate with a device if it is offline (for example, powered off or in
sleep mode). Once the device is back online, Shield Guard can re-establish communication with the
device.

Error Messages

If you receive an error message such as “Something went wrong”, retry the process. If the error
message appears again, check your internet connection. If the issue persists, contact Shield
Guard support.

Frequently Asked Questions (FAQ)

This topic lists questions often asked by Shield Guard users, organized by subject:

Password management

Licensing and tenants

Shield Guard portal

Shield Guard agent

Note: For information on using the MarketPlace site, access the MarkePlace FAQ page.

Device Admin Password Management

Shield Guard can remotely manage your device’'s admin passwords. Most issues involving
password management can be resolved by reinstalling the Shield Guard agent on the
affected devices, and/or re-syncing the devices to Shield Guard.

1. My Shield Guard policy is set to automatically generate and remediate device admin
passwords on devices assigned to the policy. However, on one device the password is not
changing and Shield Guard is still assessing the device as Secure.

Solution: The device may have lost synchronization with Shield Guard. Try reinstalling the
Shield Guard agent. Do the following:

a. Uninstall the Shield Guard agent on the device.
b. Reinstall the Shield Guard agent onto the device.
c. Re-import the device into Shield Guard.

d. Reassign the Shield Guard policy to the device.

2. A co-worker changed the device’s admin password manually, at the device. The device is how
Not Secure and Shield Guard will not remediate the device password or generate a new one.
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Solution: If a device’s admin password is changed manually, outside of Shield Guard,
password synchronization with Shield Guard is broken and Shield Guard cannot maintain
password management for the device. Shield Guard assesses such devices as Not Secure and
generates a log indicating a ‘password unknown’ condition for the device. To restore Shield
Guard’s password management of the device, you must re-synchronize the device with
Shield Guard.

Licensing and Tenants

1. What is a license plan?
Solution: Use of Shield Guard requires the purchase of a license plan.
2. What is a tenant?

Solution: The purchase of a license plan creates a Shield Guard tenant.

Shield Guard Portal

The Shield Guard portal is a website where you can shop for a Shield Guard license plan and, once
purchased, manage the tenant created by the purchase.

1. What is automatic remediation?

Solution: Shield Guard can automatically remediate many of your device’s security settings. If
Shield Guard assesses a device setting as Not Secure, and the setting supports auto-
remediatiation, then Shield Guard will automatically bring the setting into compliance with the
assigned Shield Guard policy.

The Automatic Remediation column on the Policies page indicates the settings that Shield
Guard can automatically remediate. All other settings must be manually remediated, at the
device.

Shield Guard Agent

The Shield Guard agent is a free app you install on each device that you want Shield Guard to
monitor. Installing the app enables the device to communicate with the Shield Guard portal.

1. How do | ensure | have the latest version of the agent installed on my devices?

Solution: MarketPlace’s Auto Updates feature ensures all your apps, including the Shield
Guard agent, are up to date.
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